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Cloudera uses a cluster orchestrator to install and configure Cloudera services in Data
Lake/Cloudera Data Hub clusters as well as FreelPA. The cluster orchestrator operates with
passwords (for each component) that expire every 180 days. Although the password is rotated
automatically every 180 days, you can rotate it manually using the CDP CLI if desired. This may
be useful if your cluster was not running when the cluster orchestrator attempted to rotate the
password.

Use the following CDP CLI commands to manually rotate the cluster orchestrator component
passwords:

FreelPA

cdp environments rotate-salt-password —--environment <value>

Data Lake

cdp datalake rotate-salt-password --datalake <value>

Cloudera Data Hub

cdp datahub rotate-salt-password --cluster <value>
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