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Cloudera Public Cloud GCP quickstart

In this quickstart, we will show you step by step how to connect Clouderato your Google Cloud Platform (GCP)
account, so that you can begin to provision clusters and workloads.

B Do piattomn ® cavenentt 0 @)

Welcome, Déra. What would you like to work on?

Data Hub Clusters @ Data Catalog

& Data Warehouse

Spark Jobs ® 0 Failed ® 0Slow 1 Total ® 4 Failed ® 16 Slow 107 Total

S Cloudera Al

Activity between (11/04/2024 - 11/06/2024)

To complete this quickstart, you will need access:

» The Cloudera console pictured above
* The GCP console

Note: This GCP onboarding quickstart is intended for simple Cloudera evaluation deployments only. It may
E not work for scenarios where GCP resources such as VPC network, firewall rules, storage accounts, and so
on, are pre-created or GCP accounts have restrictions in place.

The steps that we will perform are:

Step 0: Verify the GCP prerequisites

Step 1: Create a provisioning credential

Step 2: Create GCP prerequisites

Step 3: Register a GCP environment in Cloudera

Before getting started with the Google Cloud Platform (GCP) onboarding quickstart, review and acknowledge the
following:

e This GCP onboarding quickstart isintended for simple Cloudera evaluation deployments only. It may not work
for scenarios where GCP resources such as VPC network, firewall rules, storage accounts, and so on, are pre-
created or GCP accounts have restrictions in place.

e Users running the GCP onboarding quickstart should have Cloudera Admin role or Power User role in Cloudera
subscription.

« Thefollowing APIs should be enabled in the project that you would like to use to run the quickstart: GCP APIs.
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In order to run the quickstart, the Google APIs service agent user must be set to Owner. For instructions on how
to check or update the Google APIs service agent permissions, see Grant permissions to the Google APIs service
account.

Note: The Grant permissions to the Google APIs service account instructions show how to assign the
Role Administrator role, but you should assign the Owner role instead.

If your organization's policies don't allow you to assign the Owner role, and you are required to use granular
roles or permissions instead, you should make sure to assign, among other roles, the Role Administrator role (or
equivalent granular permissions allowing access to the Deployment Manager).

This GCP onboarding quickstart uses a Deployment Manager template that automatically creates the required
resources such as the VPC network, firewall rules, storage buckets, service accounts, and so on.

Cloudera Public Cloud relies on several GCP services that should be available and enabled in your project of
choice. Verify if you have enough quota for each GCP service to set up Cloudera. See list of GCP resources used
by Cloudera.

If you have more complex requirements than those listed here, contact Cloudera Sales Team to help you with the
onboarding process.

Thefirst step isto create a provisioning credential. The Cloudera credential is the mechanism that allows Clouderato
create resources inside of your GCP account.

Steps

o g prwbdE

Log in to the Cloudera web interface.

From the Cloudera home screen, click the Cloudera Management Consoleicon.

In the Cloudera Management Console, select Shared Resources > Credentials from the navigation pane.
Click on the "Create Credentia" button.

Select the 3 (Google Cloud Platform) tab.
Give your credential a name and description.
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7. Copy the script provided under “Create Service Account”:

aws A )

Name™®

Description

Create Service Account

ud SDK to be installed
a Service Account

Copy the script into your Terminal (you need Google
on your machine) or inte the Google Cloud Shell to cred

SERVICE ACCOUNT NAME=cdp-credential
PROJECT_ID=$(gcloud config get-value
project)

echo "Enabling Compute and Runtimeconfig
APIs"

gcloud services enable 1t
compute.googleapis.com
runtimeconfig.googleapis.com

eche "Creating service account for CDP"
gcloud iam service-accounts create
$SERVICE_ACCOUI NAME --display-name "A

Service Account Private Key (json format)™®

Upload file No file choosen @

>

This script can create the service account that is a prerequisite for the Cloudera credential.
8. Navigate to the GCP console.
9. Verify that you arein the project that you would like to use for Cloudera. Switch projects if needed:

Google Cloud Platform] I gop-dercloubresk = @ Search products and reacaroes

—
DASMBOARD ACTIITY BECOMMINDATIONS # CUSTOMTE
0 How Googie Cloud i helping during COVI-19. L e DesmrEs
#*® Project info H @ Compute Engine 1 © Google Cloud Platform status

Progect name LT 4 vervicen e
P G o Cleud o dacihoard
Promet s

10. Open the Cloud Shell (available from upper right corner):

= Google Cloud Platform 3 gep-dev-cladbrmk ~ @, Search products and resources

DASHEDARD ACTIVITY RECOMMENDATIONS # USTOMIE
@ Hew Google Cloud is beizing during COVID-10. Leam mees DISMISS
o® Project info H {5 Compute Engine H & Google Cloud Platform status
Frojac] naene TRU(N) AN ssrvices nomal
L =
Project D
" m - —» Go o Cloud status castboasd
Project numbser
-
B Billing
ADO PEGPLE TO THIS PROJECT Extimated charges. USD $505. T4
: For the billing period Apr 1 - 6, 2021
3 Gotapojet setiogs —_—— — B Tikesver of bilng

@ inwncecpuTaton 6804
3 View detaded charges

TheCl oud Shell window opens in the bottom of the browser window.
11. Paste the script directly into the Cloud Shell terminal.
12. When prompted, click Authorize.
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13. The script will run and then end by prompting you to download the credential file to your local machine. Click
Download to download thefile:

14. Head back to the Cloudera console and upload the JSON credential file you just downloaded from the GCP
console:

aws A 3

HWame™

dami-gop-cred 0

Jescription

Test credential for GCP tutorial e

Create Service Account

JICE_ACCOUNT_NAME=cdp-credent

PROJECT ID=3$(gcloud c_u_:-J.'ir_] ge
- -t

ices enable
leaplis.com

Upload file cdp-credential-gcp-cred.json @

15. Click the "Create" button and you're done!

The second step is to create the Cloudera prerequisites in your GCP project. To get this done quickly, we will use a
script that creates a VPC network, a subnet, firewall rules, service accounts, storage buckets, and so on.

Steps
1. Navigateto the browser tab with the GCP console.
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2. Click on the project navigation widget:

B Compute Engine 1 © Google Cloud Platform status

3. A window appears, allowing you to select a project. Copy the ID of the project where you created your credential
earlier:

DASHBOARD ACTIVITY RECOMMENCATIONS £ CusToMTE
B How Doy Cloud i heipeg ‘ oisanss
Select a project B sowesoscr
-_—
2o Project info [ il Platform status i
Propect name
e v chintiresh /
Froct D
Pecpect umber ] —— -
10S3BEEI 95N
i
P ——— .

You will needitin alater step
. In the GCP console, download the following files gcp-script.sh and gcp_param.yml:

wget https://docs. cl oudera. coni cdp- publ i c-cl oud/ cl oud/ gcp-scri pt. sh
wget https://docs. cl oudera. com cdp- public-cl oud/ cl oud/ gcp_param ym

Thisisascript that creates al of the prerequisite resources required for Cloudera.
. Run the provided bash script using the following command:

bash gcp-script.sh <prefix> <region> <project-id> <IP-CIDR-to-whitelist>

Replace the following with actual values:

» Prefix - A prefix to prepend to names of all resources that the script creates for you. For example, if your
chosen prefix is"cloudera’, Cloudera prepends "cloudera-" to the names of all created resources.

* Region - A GCP region where you would like to deploy your environment. For alist of supported regions, see
Supported GCP regions.

* Project ID - The project ID that you obtained in an earlier step. Thisisthe project where you will deploy the
resources required for a Cloudera environment.

e CIDR-to-whitelist - The IPv4 CIDR range for SSH and Ul access.

For example:

bash gcp-script.sh test us-east4 gcp-dev 73.221.71.0/24

GCP quickstart
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6. The script creates a new deployment called <prefix>-cdp-deployment in the Deployment Manager and creates
resources in your GCP account:

Google Cloud Platform s gep-dev-cloudbresk = 0, Search products and resources

Deployment Manager < testcdp-deployment W DELETE Overview - test-cdp-deployment

Deployment properties

Created On
Manifess Name
Config

Layeut
Expanded Config

oo oDo0ooDoooDoDoDoO ¥

The script does the following:

1. Verify that the correct number of arguments were supplied.
2. Replace the Deployment Manager config parameters with those arguments that you supplied.

3. Check for the existence of a custom |AM role with the provided prefix (i.e. check if you have run this script
before with the same prefix).

4. Run the Deployment Manager (which creates resources such as a VPC network, a subnet, firewall rules, service
accounts, storage buckets, and so on).

5. Add policy bindingsto the created service accounts
Change GCS bucket permissions for created service accounts

7. Create aVPC peering to servicenetworking.googleapis.com (for purposes of the CloudSQL DB that Cloudera
creates).

o

Once the deployment is ready, you will see amessage “ <prefix>-cdp-deployment has been deployed”. At that point,
you can proceed to the next step.

Note: If you need to delete all of the prerequisites created by the script, you can delete the deployment using
IE the Deployment Manager Ul (using the "Delete" button visible in the above screenshot).

The third (and last) step isto register your GCP environment in Cloudera. Y ou will:

» Usethe credentia created in Stepl.
« Point Clouderato the resources created in Step 2.

Y ou have two options for performing the environment registration step:

e Option 1: Clouderaweb interface
e Option2: CDPCLI

You need an RSA key pair. Y ou will be asked to provide a public key and you will use the matching private key for
admin access to Cloudera instances.

1. Switch back to the browser window with the Cloudera console.
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2. Navigate to the Cloudera Management Console > Environments.
Click the Register Environment button.
4. Inthe Genera Information section provide the following:

w

¢ Environment name - Provide a name for the environment.
e Sdlect Cloud Provider - Select Google Cloud.
5. Under Select Credential, select the credential that you created in Step 1.

General Information

Enviranment Namea™

domi-test-eny «

Description

-]

Select Cloud Provider

3 Google Cloud é

£ Google Cloud Platform Credential

Select Credential
dominika-gcp-all «

6. Click Next.
7. Inthe Data Lake Settings section, provide the following:

o DatalLake Name - Enter a name for the Data L ake that Cloudera creates for your environment.
« DatalakeVersion - The latest version should be pre-selected by default.

Data Lake Settings

Data Lake Name™®

domi-test-d| 6

Data Lake version®

Runtime 7.2.8 '«

10
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8. Inthe Data Access and Audit section, provide the following:

* Assumer Service Account - Select <prefix>-idb-sa. The prefix iswhat you provided in Step 2.
« Storage Location Base - Enter <prefix>-cdp-data

« DataAccess Service Account - Select <prefix>-dladm-sa

« Ranger Audit Service Account - Select <prefix>-rgraud-sa

e Under IDBroker Mappings:

a. Click Add
b. Under User or Group, select your user
¢. Under Service Account, enter the following service account name <prefix>-dladm-sa

-
= Data Access
Provide an existing location where workload data will be stored.

Assumer Service Account™
Click here to refresh service accounts from the cloud provider

test-idb-sa -

Storage Location Base™

gs:/{ | test-cdp-data o

Data Access Service Account™
test-dladm-sa
Ranger Audit Service Account™
test-rgraud-sa @ gcp-dev.iam.gserviceaccount.com

1D Broker Mappings
User ar Group
|
Service Account
test-dladm-sa@ gcp-dev.iam.gserviceaccount.com

9. Click Next.
10. Under Region, Location, select the same region that you provided in Step 2.

11
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11. In the Network section, provide the following:

» Select Network - Select the network called <prefix>-cdp-network
» Select Subnets - Select <prefix>-cdp-network-subnet-1
* Ensurethat CCM is enabled.
* Enable Create Public IPs.
® Region, Location

Select Region
Los Angeles, California, USA - us-west2 *

o2 Network

Select the netwoark and subnets for the envirenment, You can manage networks and subneis from the VPC Nelwork Consale

Click here to refresh netwarks and subnets from the cloud provider

z@ Shared VPC
17]

Select Metwork

test-cdp-network 4
Select Subnets™®
test-cdp-network-subnet1 4

(:} Enable CCM (Cluster Connectivity Manager)

. When using CCM, ensure that you have connectivity to the private network that you set up. See CCM documentation,

@D create Public ips 4

12. Under Security Access Settings, under Select Security Access Type, select Do not create firewall rule.

13. Under SSH Settings, paste your RSA public key.

12
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14. Under Add Tags add tagsif necessary.

O Security Access Settings

Select Security Access Type

Do not create firewall rule

£ SSH Settings

Paste your S5H public key.

@ Mew S5H public key IO Existing 55H public key

ssh-rsa AAAABS.. user-eu

€> Addtags

You may optionally add tags.

Add

15. Click Next.

13
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16. Under Logs, provide the following:

* Logger Service Account - Select <prefix>-log-sa
* Logs Location Base - Enter <prefix>-cdp-logs
« Backups Location Base - Enter <prefix>-cdp-backup

B Logs

Frovide an existing location where log files will be stored.

Logger Service Account™
Click here to refresh service accounts from the cloud provider.

test-log-sa

Logs Location Base™

gsff | test-cdp-logs

Backup Location Base (Optional)

gsf | test-cdp-backup =

17. Click Register Environment.
18. Once your environment is created, its status will change to Available and the Data L ake status will change to
Running.

Once your environment is running, you can start creating Data Hub clusters.

1. Instal and configure CDP CLI. If you haven't, refer to CLI client setup.
Open the terminal app on your computer.
3. Create your environment using the following command. Replace the following with actual values:

e <NAME_OF YOUR _CLOUDERA_CREDENTIAL> - Replace this with the actual name that you provided
on the Clouderaweb Ul in step 1.

¢ <REGION> - Replace thiswith the ID of the region selected in step 2.

 <RSA_PUBLIC_KEY> - Replace thiswith your RSA public key. Y ou will use the matching private key for
admin access to Cloudera instances.

* <PREFIX> - Replace this with the prefix specified in step 2.

e <PROJECT _ID> - Replace thiswith the ID of the GCP project specified in step 2.

N

cdp environnents create-gcp-environnment --environnent-nanme "<PREFI X>-cdp-
env" \

--credential - nane " <NAME_OF_YOUR CLOUDERA CREDENTI AL>" \

--region "<REG ON>" \

--public-key "<RSA PUBLI C KEY>" \

--1 og-storage storagelLocati onBase="gs://<PREFI X>-cdp-1| ogs/", servi ceAcc
ount Enai | =" <PREFI X>- | 0g- sa@PRQIECT | D>. i am gservi ceaccount . cont', backup
St or agelLocat i onBase="gs: / / <PREFI X>- cdp- backup" \

14
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- - exi sti ng- net wor k- par ans net wor kNanme="<PREFI| X>- cdp- net wor k", subnet
Nanes=" <PREFI| X>- cdp- net wor k- subnet - 1", shar edPr oj ect | d="<PRQJECT | D>" \

--enabl e-tunnel \

--use-public-ip

4. Find your user CRN using the following command:

user _crn=$(cdp iamget-user | jq -r .user.crn)

5. Set the IDBroker mappings between users and service accounts using the following command. Replace the
following with actual values:

e <PREFIX> - Same as used earlier
* <PROJECT_ID> - Same as used earlier
¢ <USER_CRN> - Replace with your user CRN.

cdp environnments set-id-broker-mappings \

- -envi ronment - name " <PREFI X>- cdp- env" \

- -basel i ne-rol e "<PREFI X>-rgraud- sa@PRQIECT_| D>. i am gser vi ceaccount . c
onf \

--dat a- access-rol e "<PREFI X>-dl adm sa@PRQIECT | D>. i am gser vi ceaccount

.cont \
- - mappi ngs accessor Cr n="<USER_CRN>", r ol e=" <PREFI X>- dl adm sa@PRQIECT

_I D>.iam gservi ceaccount . conf
6. Create the Data Lake using the following command. Replace the following with actual values:

¢ <PREFIX> - Same as used earlier
e <PROJECT_ID> - Same as used earlier

cdp dat al ake create-gcp-datal ake --datal ake-name " <PREFI X>-cdp-dl " \
--envi ronment - nane " <PREFI X>- cdp- env" \
--cl oud- provi der-configuration "servi ceAccount Emai | =<PREFI X>-i db- sa
@PRQIECT | D>. i am gservi ceaccount . cont', st oragelLocati on="gs: // <PREFI X>- cdp-
dat a"

7. Once your environment is created, its status will change to Available and the Data L ake status will change to
Running.

Once your environment is running, you can start creating Data Hub clusters.

15
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