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Cloudera Flow Management What's new in this release?

Learn about the new functionalities and improvementsin Cloudera Flow Management (CFM) and how these new
features benefit you.

On March 11, 2024, Clouderareleased CFM 2.1.6 Service Pack 1 (SP1). For more information about the issues fixed
in CFM 2.1.6 SP1, see Fixed issues and Fixed CVEs.

If you areusing CFM 2.1.6.0, upgrade to CFM 2.1.6.1000 to access the latest version of the software. Y ou can find
the new download links in Download |ocations.

The CFM 2.1.6 release is based on Apache NiFi 1.23.1 and it also incorporates alot of Cloudera exclusive features
and improvements. Hereis an overview of what is new in this release:
Components documentation

Previously, access to NiFi component documentation was limited to using the Apache NiF website
or the NiFi Ul in arunning instance. However, with this release, Cloudera makes the documentation
of al CFM components (general and Cloudera-specific) available as part of Cloudera Flow

M anagement documentation.

It isimportant to note that Cloudera Flow Management incorporates over 100 components that
are not available in Apache NiFi. To access this comprehensive documentation, see the Cloudera
Apache NiFi Components Reference Guide.

Flow Library

Cloudera introduces a new Registry Client implementation, designed to facilitate access to the
exclusive Cloudera Flow Library. Thislibrary contains predefined flow configurations to expedite
the deployment of use cases. While the Flow Library will see ongoing enhancements, it already
offers access to all ReadyFlowsincluded in the Cloudera DataFlow for Public Cloud data service.

For additional information and instructions on how to configure the registry client, see Using Flow
Library Registry Client .

Cloudera Manager integration
NiFi's integration with Cloudera Manager has been improved by introducing a set of new features:

* Automatic Heap Dump Capture: In the event of an Out Of Memory error, NiFi now
automatically captures a heap dump.

» Schema Registry Integration: Y ou can include Schema Registry as a dependency during NiFi
installation. Additionally, you can configure a Cloudera Schema Registry controller service to
seamlessly connect with the Schema Registry instance of CDP.

» Thread Pool Adjustment: The default size of NiFi's Thread Pool has been updated to align with
the available CPU cores on the NiFi host.

« Enhanced Health Checks: This release incorporates additional health checks related to NiFi's
memory utilization and configuration.

Support Matrix

In adherence to the End-of-Life (EOL) policies of the supported operating systems, support for
Ubuntu 18 is dicontinued and support for SLES 15 and RHEL 9 isintroduced. For a comprehensive
list of supported operating systems, see the Supported operating systems.

New components added since CFM 2.1.5 SP1release

New processors:
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Cloudera Flow Management What's new in this release?

» ExtractRecordSchema

Y ou can use this processor to define a Record Reader and have the schema of your datainferred
and added as a FlowFile attribute. If schemainferenceis required, Cloudera recommends to use
this processor over the unsupported and deprecated InferAvroSchema processor.

» GenerateRecord

»  GetAwsPollyJobStatus

e GetAwsTextractJobStatus

» GetAwsTranscribeJobStatus
» GetAwsTrangateJobStatus

*  GetAzureQueueStorage v12
e ListenNetFlow

This processor supports receiving NetFlow Export Packets over UDP for the NetFlow versions
1,5,and 9.

*  ModifyCompression

* PutAzureQueueStorage v12

» PutlcebergCDC [Technical Preview]

Y ou can use this processor to apply CDC eventsinto | ceberg formatted tables.

Note: The processor supports equality deletes which is not supported yet by other
@ compute engines on CDP. It means that in case of delete operations, the files

created by the processor may not be readable by engines like Hive, Spark, etc.
Improvements are being made on the compute engines to support equality deletes.

e QueryloTDBRecord

* RemoveRecordField

» StartAwsPollyJob

o StartAwsTextractJob

e StartAwsTranscribeJob

o StartAwsTrandateJob

» ValidateJson

* VerifyContentMAC

New controller services:

e ADL SCredential sControllerServicel ookup

e AmazonGlueSchemaRegistry

» AzureServiceBusIM SConnectionFactoryProvider

» AzureStorageCredential sControllerServicel ookup_v12
» ClouderaSchemaRegistry

Y ou can use this controller service as a replacement of the HortonworksSchemaRegistry
controller service, asit has been deprecated and marked for removal in anticipation of NiFi 2.0
release in the Apache NiFi project.

e CMLLookupService [Technical Preview]

Y ou can use this controller service in combination with the L ookupRecord processor to enrich
data by calling Cloudera Machine Learning API to do ML scoring on streams of data.

» EBCDICRecordReader [Technical Preview]

Y ou can use this reader with Cobol copybook files to read Mainframe data with EBCDIC
encoding and convert the data into another structured format such as JSON, Avro, and so on.

» ExcelReader

»  PostgreSQL ConnectionPool

» RedshiftConnectionPool

» StandardFileResourceService




Cloudera Flow Management CFM component versions

New parameter provider:
* CyberArkConjurParameterProvider

Y ou can use this parameter provider to source the values of your parameters from a CyberArk
instance.

Using Parameter Providers

Review the official component versions for Cloudera Flow Management (CFM) for compatibility with other
applications.

E Note: NiFi workswith the version of NiFi Registry shipped with your version of CFM or later.

* ApacheNiFi 1.23.1.2.1.6.1000
» Apache NiFi Registry 1.23.1.2.1.6.1000

* ApacheNiFi 1.23.1.2.1.6.0
* Apache NiFi Registry 1.23.1.2.1.6.0

«  Apache NiFi 1.18.0.2.1.5.1000
«  Apache NiFi Registry 1.18.0.2.1.5.1000

* ApacheNiFi 1.18.0.2.1.5.0
e Apache NiFi Registry 1.18.0.2.1.5.0

* ApacheNiFi 1.16.0.2.1.4.1000
» Apache NiFi Registry 1.16.0.2.1.4.1000

» ApacheNiFi 1.16.0.2.1.4.0
* Apache NiFi Registry 1.16.0.2.1.4.0

e ApacheNiFi 1.15.2.2.1.3.0
e Apache NiFi Registry 1.15.2.2.1.3.0

E Note: Apache NiFi and Apache NiFi Registry versions are unified in the 1.15.x release.
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Cloudera Flow Management Support matrix

« ApacheNiFi 1.13.2.2.1.2.0
» Apache NiFi Registry 0.8.0.2.1.2.0

* ApacheNiFi 1.13.2.2.1.1.0
e Apache NiFi Registry 0.8.0.2.1.1.0

e ApacheNiFi 1.11.4
e Apache NiFi Registry 0.6.0

* ApacheNiFi 1.11.4
» Apache NiFi Registry 0.6.0

Review the support matrix before you start installing Cloudera Flow Management (CFM).

Review the system requirements before getting started with installing Cloudera Flow Management (CFM).

CFM 2.1.6 supports the following versions of CDP Private Cloud Base:

e CDP7.19
« CDP7.18
e CDP7.1.7 and all Service Packs

Note: CFM provides a set of monitoring features when managed by Cloudera Manager. For these features to
be available and working, you need to be using Cloudera Manager 7.6.1 or above.

Supported JDKs:

« Oracle Java™ SE Development Kit 8, Update 252 (JDK 8u252) and later
+  OpendDK 1.8, Update 252 (JDK 8u252) and |ater

+ OpendDK 11

e Azul Zulu JDK 1.8, Update 252 (JDK 8u252) and later

e Azul ZuluJDK 11

ZooK eeper
You must install the ZooK eeper service available with your CDP Private Cloud Base cluster.

Python




Cloudera Flow Management Support matrix

When deploying CFM on RHEL 8 and using Cloudera Manager with Python 2, you need to specify
asymbolic link to python2.

In -s /usr/bin/python2 /usr/bin/python

Number of cores

Four cores per NiFi node is the minimum number of cores required by Clouderato be supported.
Cloudera recommends eight cores per NiFi node asit usually provides the best starting point for the
MOSt COMMON USe Cases.

Supported operating systems
Review the list of operating systems supported by Cloudera Flow Management (CFM).

Operating system Versions

CentOS e« 76
7.7
e 78
79
82
84

RHEL « 76
7.7
7.8
7.9

e 82
8.4
8.6
8.7

- 88
8.9
9.1

SLES e 12SP5
e 15SP4

Ubuntu . 1804
20.04

Windows « 10

Server 2016
e Server 2019

Note:
E NiFi on Windowsis only supported in standalone mode, not managed by Cloudera Manager or as part of a
CDP cluster, and as asingle instance installation. Clustering NiFi on Windows is not supported.

NiFi Registry isnot supported on Windows.

Supported NiFi Registry databases
Review the list of databases supported by NiFi Registry.

« H2
e PostgreSQL 11.x
» PostgreSQL 12.x




Cloudera Flow Management

Support matrix

e PostgreSQL 13.x
* PostgreSQL 14.x
¢ PostgreSQL 15.x
« MySQL 8.x

Related Information

Supported NiFi processors
Supported NiFi controller services
Supported NiFi reporting tasks
Components supported by partners

Supported NiFi processors

Cloudera Flow Management (CFM) is shipped with Apache NiFi and includes a set of processors, most of which
are supported by Cloudera. Y ou should be familiar with the available supported processors, and avoid using any
unsupported processors in production environments.

Additional processors are developed and tested by the Cloudera community but are not officially supported by
Cloudera. Processors are excluded for avariety of reasons, including insufficient reliability or incomplete test case
coverage, declaration of non-production readiness by the community at large, and feature deviation from Cloudera

best practices.

AttributesToCSV GetGepVisionAnnotatel magesOperationStatus | PutElasticsearchHttpRecord1
AttributesToJSON GetHBase PutElasti csearchJson
Base64EncodeContent GetHDFS PutElasti csearchRecord1
CalculateRecordStats GetHDFSFilelnfo PutEmail
CaptureChangeMySQL GetHDFSSequenceFile PutFile
CompressContent1,2 GetHTMLElement PutFTP1
ConnectWebSocket GetHTTP PutGCSObject
ConsumeAMQP GetHubSpot PutGoogleDrive
ConsumeA zureEventHub GetlgniteCache PutGridFS
ConsumeEWS GetJiralssue PutHBaseCell
ConsumeGCPubSub GetIM SQueue PutHBaseJSON
ConsumeGCPubSubL ite GetIMSTopic PutHBaseRecordl
ConsumeIMS GetMongoRecord PutHDFS
ConsumeKafka 1 0 GetSFTP PutHive3QL
ConsumeKafka 2 0 GetShopify PutHive3Streaming
ConsumeKafka 2 6 GetSNMP PutHiveQL

ConsumeK afka2CDP GetSnowflakel ngestStatus PutHiveStreaming
ConsumeK afka2RecordCDP GetSolr PutHTMLElement
ConsumeK afkaRecord_1 0 GetSplunk Putlceberg

ConsumeK afkaRecord 2 0 GetSQS PutlcebergCDC [Technical Preview]
ConsumeK afkaRecord 2 6 GetTCP PutInfluxDB
ConsumeKinesisStream GetTwitter PutdM S1
ConsumeMQTT1 GetWorkdayReport PutKinesisFirehose
ConsumeTwitter GetZendesk PutKinesisStream
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Support matrix

ConsumeWindowsEventLog HandleHttpRequest PutKudu
ControlRate HandleHttpResponse PutLambda
ConvertAvroSchema HashAttribute PutM ongoRecord
ConvertAvroToJSON HashContent PutORC1
ConvertAvroToORC IdentifyMimeType PutParquet
ConvertAvroToParquet InvokeAWSGatewayApi PutRecord
ConvertCharacterSet InvokeGRPC PutRedisHashRecord [ Technical Preview]
ConvertCSVToAvro InvokeHTTP PutRiemann
ConvertJSONToAvro InvokeScriptedProcessor PutS30bject
ConvertJSONToSQL JoinEnrichment PutSalesforceObject
ConvertProtobuf JoltTransformJSON PutSFTP
ConvertRecord JoltTransformRecord PutSmbFile
CreateHadoopSequenceFile JSLTTransformJSON PutSnowflakel nternal Stage [ Technical
Preview]
CryptographicHashAttribute JsonQueryElasticsearch PutSNS
CryptographicHashContent ListAzureBlobStorage PutSolrContentStream
DecryptContent ListAzureBlobStorage v12 PutSolrRecord
DecryptContentCompatibility ListAzureDatal akeStorage PutSplunk
DecryptContentPGP ListBoxFile PutSplunkHTTP
DeduplicateRecord ListCDPObjectStore PutSQL
DeleteA zureBlobStorage ListDatabaseTables PutSQS1
DeleteAzureBlobStorage v12 ListDropbox PutSyslog
DeleteAzureDatal akeStorage ListenBeats PUutTCP
DeleteByQueryElasticsearch ListenFTP PutubDP
DeleteCDPODbjectStore ListenGRPC* PutWebSocket1l
DeleteDynamoDB ListenGRPC* QueryAirtableTable
DeleteGCSObject ListenHTTP QueryCassandra
DeleteGridFS ListenNetFlow QueryDatabaseTablel
DeleteHBaseCells ListenRELP QueryDatabaseT ableRecord
DeleteHBaseRow ListenSyslog QueryElasticsearchHttp
DeleteHDFS ListenTCP QueryRecord
DeleteS30bject ListenTCPRecord QuerySalesforceObject
DeleteSQS ListenTrapSNMP QuerySolr
DetectDuplicate ListenUDP QuerySplunkindexingStatus
Distributel oad ListenUDPRecord QueryWhois
DuplicateFlowFile ListenWebSocket RemoveRecordField
EncodeContent ListFile ReplaceText
EncryptContent2 ListFTP ReplaceTextWithMapping
EncryptContentPGP ListGCSBucket Resizel magel
EnforceOrder ListGoogleDrive RetryFlowFile
EvaluateJsonPath ListHDFS RouteHL7

10
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Support matrix

EvaluateX Path ListS3 RouteOnAttribute
EvaluateX Query ListSFTP RouteOnContent
ExecuteGroovyScript ListSmb RouteText

Executel nfluxDBQuery LogAttribute SampleRecord
ExecuteProcess LogMessage ScanAccumulo
ExecuteScript LookupAttribute ScanAttributel
ExecuteSQL L ookupRecord ScanContent

ExecuteSQL Record MergeContent ScanHBase
ExecuteStatel essl,2 MergeRecordl ScriptedFilterRecord
ExecuteStresmCommand ModifyCompression ScriptedPartitionRecord
ExtractAvroMetadata ModifyHTMLElement ScriptedTransformRecord
ExtractGrok MonitorActivity ScriptedV alidateRecord
ExtractHL 7Attributes MoveAzureDatal akeStorage Scrol|ElasticsearchHttp
Extractl mageM etadata MoveHDFS SearchElasticsearch
ExtractRecordSchema Notify SegmentContent
ExtractText PaginatedJsonQueryElasticsearch SelectHive3QL 1
FetchAzureBlobStorage ParseCEF1 SelectHiveQL
FetchAzureBlobStorage v12 ParseEvtx SendTrapSNMP
FetchAzureDatal akeStorage ParseSyslog SetSNMP

FetchBoxFile PartitionRecord SignContentPGP
FetchCDPObjectStore PostHTTP SplitAvro
FetchDistributedMapCache PublishAMQP SplitContent
FetchDropbox PublishGCPubSubl Splitdsonl
FetchElasticsearchHttp PublishGCPubSubL itel SplitRecordl

FetchFile PublishIMS1 SplitTextl

FetchFTP PublishKafka_1_0 SplitXml
FetchGCSObject PublishKafka 2_0 StartAwsPollyJob
FetchGoogleDrive PublishKafka 2 6 StartAwsT extractJob
FetchGridFS PublishKafka2CDP StartAwsT ranscribeJob
FetchHBaseRow PublishK afka2RecordCDP StartAwsTranslateJob
FetchHDFS PublishKafkaRecord 1 0 StartGepVisionAnnotateFilesOperation
FetchParquet PublishKafkaRecord 2 0 StartGepVisionAnnotatel magesOperation
FetchS30bject PublishKafkaRecord_2_6 StartSnowflakelngest [Technical Preview]
FetchSFTP PublishMQTT TagS30bject

FetchSmb PutAccumuloRecordl TailFile

FlattenJson PutAzureBlobStorage TransformXml

ForkEnrichment

PutAzureBlobStorage v12

TriggerHiveMetaStoreEvent

ForkRecord PutAzureCosmosDBRecord UnpackContent
GenerateFlowFile PutAzureDatal akeStoragel UpdateAttribute
GenerateRecord PutAzureEventHub UpdateByQueryElasticsearch

11
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Support matrix

GenerateTableFetch
GeoEnrichlP

GeoEnrichl PRecord

PutAzureQueueStoragel
PutAzureQueueStorage v12
PutBigQuery

UpdateCounter
UpdateDatabaseTable
UpdateDeltal akeTable [Technical Preview]

GeohashRecord PutBigQueryBatch UpdateHive3Table
GetAsanaObject PutBigQueryStreaming UpdateHiveTable
GetAwsPollyJobStatus PutBoxFile UpdateRecord
GetAwsT extractJobStatus PutCassandraQL 1 ValidateCsv
GetAwsTranscribeJobStatus PutCassandraRecordl ValidateJson
GetAwsTrang ateJobStatus PutCDPODbjectStore ValidateRecord
GetAzureEventHub PutCloudWatchMetric ValidateXml
GetAzureQueueStorage PutCouchbaseK ey VerifyContentMAC
GetAzureQueueStorage v12 PutDatabaseRecordl VerifyContentPGP
GetCouchbaseK eyl PutDistributedM apCache Wait
GetElasticsearch PutDropbox Y andexTranslate
GetFile PutDynamoDB

GetFTP PutDynamoDBRecord
GetGepVisionAnnotateFilesOperationStatus PutEl asticsearchHttpl

Footnotes

e 1-indicates amemory intensive processor
e 2—indicatesa CPU intensive processor
* * —there aretwo ListenGRPC processors available, oneis provided by Apache and the other is provided by

Cloudera

Supported NiFi Registry databases
Supported NiFi controller services
Supported NiFi reporting tasks

Components supported by partners

Cloudera Flow Management (CFM) is shipped with Apache NiFi and includes a set of controller services, most of
which are supported by Cloudera. Y ou should be familiar with the available supported controller services, and avoid

using any unsupported controller services in production environments.

Additional controller services are developed and tested by the Cloudera community but are not officially supported
by Cloudera. Controller services are excluded for avariety of reasons, including insufficient reliability or incomplete
test case coverage, declaration of non-production readiness by the community at large, and feature deviation from

Cloudera best practices.

AccumuloService HiveConnectionPool

ActionHandlerL ookup HortonworksSchemaRegistry
ADL SCredentialsControllerService | PFIX Reader

ADL SCredentia sControllerServicel ookup IPLookupService

ADL SIDBrokerCloudCredential sProviderControllerService JASN1Reader

AlertHandler JM SConnectionFactoryProvider

12
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Support matrix

AmazonGlueSchemaRegistry Jndi JmsConnectionFactoryProvider
AvroReader JsonConfigBasedBoxClientService
AvroRecordSetWriter JsonPathReader
AvroSchemaRegistry JsonRecordSetWriter
AWSCredentialsProviderControllerService JsonTreeReader

AWSIDBrokerCloudCredential sProviderControllerService

KafkaRecordSink_1 0

AzureBlobl DBrokerCloudCredential sProviderControllerService

KafkaRecordSink_2 0

AzureCosmosDBClientService

KafkaRecordSink_2_6

AzureEventHubRecordSink

KerberosK eytabUserService

AzureServiceBusIM SConnectionFactoryProvider

KerberosPasswordUserService

AzureStorageCredential sControllerService KerberosTicketCacheUserService
AzureStorageCredentia sControllerService v12 KeytabCredentialsService
AzureStorageCredential sControllerServicel ookup KuduL ookupService
AzureStorageCredential sControllerServicel ookup_v12 L oggingRecordSink
CassandraDistributedM apCache LogHandler

CassandraSessionProvider MongoDBControllerService
CdpCredentialsProviderControllerService MongoDBL ookupService
CdpOauth2A ccessTokenProviderControllerService ParquetReader

CEFReader ParquetRecordSetWriter
CiscoEmblemSyslogM essageReader PostgreSQL ConnectionPool
ClouderaSchemaRegistry PrometheusRecordSink
CMLLookupService [Technical Preview] ReaderL ookup
ConfluentSchemaRegistry RecordSetWriterL ookup
CouchbaseClusterService RecordSinkHandler
CouchbaseK eyV aluel ookupService RecordSinkServicel ookup
CouchbaseM apCacheClient RedisConnectionPool Service

CouchbaseRecordL ookupService RedisDistributedM apCacheClientService
CSVReader RedshiftConnectionPool
CSVRecordL ookupService RestL ookupService
CSVRecordSetWriter ScriptedActionHandler
DatabaseRecordL ookupService ScriptedL ookupService
DatabaseRecordSink ScriptedReader
DBCPConnectionPool ScriptedRecordSetWriter
DBCPConnectionPool L ookup ScriptedRecordSink
DistributedM apCacheClientService ScriptedRulesEngine
DistributedM apCachel ookupService SimpleDatabasel ookupService
DistributedM apCacheServer SimpleKeyVa uel ookupService

DistributedSetCacheClientService

SimpleScriptedL ookupService

DistributedSetCacheServer

SiteToSiteReportingRecordSink

EasyRulesEngineProvider

SmbjClientProviderService

13
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Support matrix

EasyRulesEngineService

SnowflakeComputingConnectionPool

EBCDICRecordReader [Technical Preview]

StandardA sanaClientProviderService

ElasticSearchClientServicelmpl

StandardA zureCredential sControllerService

ElasticSearchL ookupService

StandardDropboxCredential Service

ElasticSearchStringL ookupService

StandardFileResourceService

EmailRecordSink

StandardHashi CorpV aultClientService

EmbeddedHazel castCacheM anager

StandardHttpContextMap

ExcelReader

StandardOauth2A ccessT okenProvider

ExpressionHandler

StandardPGPPrivateK eyService

External Hazel castCacheM anager

StandardPGPPublicKeyService

FreeFormTextRecordSetWriter

StandardPrivateK eyService

GCPCredentialsControllerService

StandardProxyConfigurationService

GrokReader StandardRestrictedSSL ContextService
HadoopDBCPConnectionPool StandardS3EncryptionService
HadoopCatalogService StandardSnowflakel ngestM anagerProviderService

Hazel castMapCacheClient

StandardSSL ContextService

HBase 1_1 2 ClientMapCacheService

StandardWebClientServiceProvider

HBase 1 1 2 ClientService Syslog5424Reader
HBase 1 1 2 ListLookupService SyslogReader
HBase 1_1 2 RecordLookupService UDPEventRecordSink

HBase 2_ClientMapCacheService

VolatileSchemaCache

HBase 2_ClientService

WindowsEventL ogReader

HBase 2_RecordL ookupService

XMLReader

Hive3ConnectionPool

XML RecordSetWriter

HiveCatal ogService

Related Information

Supported NiFi Registry databases
Supported NiFi processors
Supported NiFi reporting tasks
Components supported by partners

Supported NiFi reporting tasks

Cloudera Flow Management (CFM) is shipped with Apache NiFi and includes a set of reporting tasks, most of which
are supported by Cloudera. Y ou should be familiar with the available supported reporting tasks, and avoid using any

unsupported reporting tasks in production environments.

e AmbariReportingTask

e ControllerStatusReportingTask
* MetricsEventReportingTask

e MonitorDiskUsage

* MonitorMemory

* PrometheusReportingTask

e QueryNiFiReportingTask

14



Cloudera Flow Management Support matrix

* ReportLineageToAtlas

» ScriptedReportingTask

« SiteToSiteBulletinReportingTask

« SiteToSiteMetricsReportingTask

» SiteToSiteProvenanceReportingTask
« SiteToSiteStatusReportingTask

Additiona reporting tasks are developed and tested by the Cloudera community but are not officially supported
by Cloudera. Reporting tasks are excluded for a variety of reasons, including insufficient reliability or incomplete
test case coverage, declaration of non-production readiness by the community at large, and feature deviation from
Cloudera best practices. Do not use these features in your production environments.

Supported NiFi Registry databases
Supported NiFi processors

Supported NiFi controller services
Components supported by partners

Cloudera Flow Management (CFM) is shipped with Apache NiFi and includes a set of parameter providers, most of
which are supported by Cloudera. Y ou should be familiar with the available supported parameter providers, and avoid
using any unsupported parameter providers in production environments.

»  AwsSecretsManagerParameterProvider

e AzureKeyVaultSecretsParameterProvider

* CyberArkConjurParameterProvider (Cloudera exclusive)
o DatabaseParameterProvider

e EnvironmentV ariableParameterProvider

» FileParameterProvider

»  GcpSecretManagerParameterProvider

e HashiCorpV aultParameterProvider

Additional parameter providers are developed and tested by the Cloudera community but are not officially supported
by Cloudera. Parameter providers are excluded for a variety of reasons, including insufficient reliability or incomplete
test case coverage, declaration of non-production readiness by the community at large, and feature deviation from
Cloudera best practices. Do not use these features in your production environments.

Learn about the processors and controller services built and supported by Cloudera partners.

These components are not officially supported by Cloudera even though Cloudera Quality Engineering teams added
test coverage for them.
Processor s supported by partners

» ConsumePulsar (v1.18.0)

» ConsumePulsarRecord (v1.18.0)
* PublishPulsar (v1.18.0)

e PublishPulsarRecord (v1.18.0)

Controller services supported by partners

« PulsarClientAthenzAuthenticationService (v1.18.0)
» PulsarClientdwtAuthenticationService (v1.18.0)
* PulsarClientOauthAuthenticationService (v1.18.0)
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* PulsarClientTIsAuthenticationService (v1.18.0)
» StandardPulsarClientService (v1.18.0)
These components can be used to push datainto Apache Pulsar as well as getting data out of it. In case you have
issues or questions while using these components, Cloudera recommends you to reach out to your StreamNative
representative team.
Related Information
Supported NiFi Registry databases
Supported NiFi processors
Supported NiFi controller services
Supported NiFi reporting tasks

Download locations

Y ou can download the Cloudera Flow Management (CFM) software artifacts from the Cloudera Archive. There are
different CFM artifacts for different operating systems, standal one components, and Windows files.

Use the following tables to identify the Cloudera Flow Management (CFM) repository location for your operating
system and operational objectives.

Note:
E Y ou must have credentials to download CFM files. Y our download credential is not the same as the credential
you use to access the Cloudera Support Portal.

Y ou can get download credentials in the following ways:

e Contact your Cloudera sales representative.
e Check the Welcome email you have received for your Flow Management account.
* Fileanon-technical case on the Cloudera Support Portal for the Cloudera Support team to assist you.

Table 1: RHEL/CentOS 7

File L ocation

Manifest https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat 7/yum/tars/parcel/manifest.json

Parcel https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat 7/yum/tars/parcel/CFM-2.1.6.1000-47-€l 7.parcel
Parcel shafile https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat 7/yum/tars/parcel/CFM-2.1.6.1000-47-€l 7.parcel .sha
Csb NiFi

https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat 7/yum/tars/parcel/
NIFI-1.23.1.2.1.6.1000-47 jar

NiFi Registry
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat 7/yum/tars/parcel/
NIFIREGISTRY-1.23.1.2.1.6.1000-47 jar

Table 2: RHEL/CentOS 8

File L ocation

Manifest https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel/manifest.json
Parcel https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel/CFM-2.1.6.1000-47-€l 8.parcel
Parcel shafile https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel/CFM-2.1.6.1000-47-€l 8.parcel .sha



http://my.cloudera.com/
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/parcel/manifest.json
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/parcel/CFM-2.1.6.1000-47-el7.parcel
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/parcel/CFM-2.1.6.1000-47-el7.parcel.sha
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel/manifest.json
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel/CFM-2.1.6.1000-47-el8.parcel
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel/CFM-2.1.6.1000-47-el8.parcel.sha
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File H L ocation ‘
CSD NiFi:
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel/
NIFI-1.23.1.2.1.6.1000-47.jar
NiFi Registry:
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel /
NIFIREGISTRY-1.23.1.2.1.6.1000-47 jar
Table 3: RHEL 9
File H L ocation ‘
Manifest https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel/manifest.json
Parcel https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel/CFM-2.1.6.1000-47-€l 9.parcel
Parcel shafile https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel/CFM-2.1.6.1000-47-€el9.parcel .sha
CSD NiFi:
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel/
NIFI-1.23.1.2.1.6.1000-47.jar
NiFi Registry:
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel /
NIFIREGISTRY-1.23.1.2.1.6.1000-47 jar
Table 4: SLES 12
File H L ocation ‘
Manifest https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles12/yum/tars/parcel /manifest.json
Parcel https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles12/yum/tars/parcel/CFM-2.1.6.1000-47-sles12.parcel
Parcel shafile https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles12/yum/tars/parcel/CFM-2.1.6.1000-47-sles12.parcel .sha
CSD NiFi:
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sl es12/yum/tars/parcel/
NIFI-1.23.1.2.1.6.1000-47.jar
NiFi Registry:
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles12/yum/tars/parcel/
NIFIREGISTRY-1.23.1.2.1.6.1000-47 jar
Table 5: SLES 15
File H L ocation ‘
Manifest https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles15/yum/tars/parcel /manifest.json
Parcel https://archive.cloudera.com/p/cfm2/2.1.6.1000/sl es15/yum/tars/parcel/CFM-2.1.6.1000-47-sles15.parcel
Parcel shafile https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles15/yum/tars/parcel/CFM-2.1.6.1000-47-sles15.parcel .sha
CSsD NiFi:
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sl es15/yum/tars/parcel/
NIFI-1.23.1.2.1.6.1000-47.jar
NiFi Registry:

https://archive.cloudera.com/p/cfm2/2.1.6.1000/sl es15/yum/tars/parcel/
NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar

Table 6: Ubuntu 20

Manifest

H L ocation

https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel/manifest.json
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https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat8/yum/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel/manifest.json
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel/CFM-2.1.6.1000-47-el9.parcel
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel/CFM-2.1.6.1000-47-el9.parcel.sha
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat9/yum/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles12/yum/tars/parcel/manifest.json
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles12/yum/tars/parcel/CFM-2.1.6.1000-47-sles12.parcel
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles12/yum/tars/parcel/CFM-2.1.6.1000-47-sles12.parcel.sha
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles12/yum/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles12/yum/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles12/yum/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles12/yum/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles15/yum/tars/parcel/manifest.json
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles15/yum/tars/parcel/CFM-2.1.6.1000-47-sles15.parcel
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles15/yum/tars/parcel/CFM-2.1.6.1000-47-sles15.parcel.sha
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles15/yum/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles15/yum/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles15/yum/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/sles15/yum/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel/manifest.json

Cloudera Flow Management

Unsupported features

File

L ocation

Parcel https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel/CFM-2.1.6.1000-47-focal .parcel
Parcel SHA file https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel/CFM-2.1.6.1000-47-focal .parcel .sha
CsD NiFi:
https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel /
NIFI-1.23.1.2.1.6.1000-47.jar
NiFi Registry:

https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel/
NIFIREGISTRY-1.23.1.2.1.6.1000-47 jar

Table 7: Standalone components (OS agnostic)

File

NiFi (.tar.gz)

L ocation

https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat 7/yum/tars/cdf_extensiong/nifi-1.23.1.2.1.6.1000-47-
bin.tar.gz

NiFi (.tar.gz.sha256)

https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat 7/yum/tars/cdf_extensiong/nifi-1.23.1.2.1.6.1000-47-
bin.tar.gz.sha256

NiFi Registry (.tar.gz)

https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat 7/yum/tars/nifi/nifi-registry-1.23.1.2.1.6.1000-47-
bin.tar.gz

NiFi Registry (.tar.gz.sha256)

https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat 7/yum/targ/nifi/nifi-registry-1.23.1.2.1.6.1000-47-
bin.tar.gz.sha256

NiFi Toolkit (.tar.gz)

https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat 7/yum/targ/nifi/nifi-toolkit-1.23.1.2.1.6.1000-47-
bin.tar.gz

NiFi Toolkit (.tar.gz.sha256)

https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/nifi/nifi-tool kit-1.23.1.2.1.6.1000-47-
bin.tar.gz.sha256

Table 8: Windows files

File

NiFi MSI

L ocation

https://archive.cloudera.com/p/cfm2/2.1.6.1000/windows/nifi-2.1.6.1000-47.msi

NiFi MSI SHA file

https://archive.cloudera.com/p/cfm2/2.1.6.1000/windows/nifi-2.1.6.1000-47.msi.sha256

Unsupported features

The following features are developed and tested by the Cloudera community but are not officially supported by
Cloudera. These features are excluded for avariety of reasons, including insufficient reliability or incomplete test
case coverage, declaration of non-production readiness by the community at large, and feature deviation from
Cloudera best practices. Do not use these features in your production environments.

Unsupported customizations

Cloudera cannot guarantee that default NiFi processors are compatible with proprietary protocol implementations or
proprietary interface extensions. For example, Cloudera supports interfaces like IMS and JDBC that are built around

standards, specifications, or

open protocols, but does not support customizations of those interfaces, or proprietary

extensions built on top of those interfaces.



https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel/CFM-2.1.6.1000-47-focal.parcel
https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel/CFM-2.1.6.1000-47-focal.parcel.sha
https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel/NIFI-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/ubuntu20/apt/tars/parcel/NIFIREGISTRY-1.23.1.2.1.6.1000-47.jar
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/cdf_extensions/nifi-1.23.1.2.1.6.1000-47-bin.tar.gz
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/cdf_extensions/nifi-1.23.1.2.1.6.1000-47-bin.tar.gz
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/cdf_extensions/nifi-1.23.1.2.1.6.1000-47-bin.tar.gz.sha256
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/cdf_extensions/nifi-1.23.1.2.1.6.1000-47-bin.tar.gz.sha256
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/nifi/nifi-registry-1.23.1.2.1.6.1000-47-bin.tar.gz
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/nifi/nifi-registry-1.23.1.2.1.6.1000-47-bin.tar.gz
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/nifi/nifi-registry-1.23.1.2.1.6.1000-47-bin.tar.gz.sha256
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/nifi/nifi-registry-1.23.1.2.1.6.1000-47-bin.tar.gz.sha256
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/nifi/nifi-toolkit-1.23.1.2.1.6.1000-47-bin.tar.gz
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/nifi/nifi-toolkit-1.23.1.2.1.6.1000-47-bin.tar.gz
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/nifi/nifi-toolkit-1.23.1.2.1.6.1000-47-bin.tar.gz.sha256
https://archive.cloudera.com/p/cfm2/2.1.6.1000/redhat7/yum/tars/nifi/nifi-toolkit-1.23.1.2.1.6.1000-47-bin.tar.gz.sha256
https://archive.cloudera.com/p/cfm2/2.1.6.1000/windows/nifi-2.1.6.1000-47.msi
https://archive.cloudera.com/p/cfm2/2.1.6.1000/windows/nifi-2.1.6.1000-47.msi.sha256

Cloudera Flow Management Technical preview features

The following features are available in Cloudera Flow Management (CFM) 2.1.6 but are not ready for production
deployment. Cloudera encourages you to explore these technical preview features in non-production environments
and provide feedback on your experiences through the Cloudera Community Forums.

Processorsin technical preview:
* PutlcebergCDC processor

Note: The processor supports equality deletes which is not supported yet by other compute engines on

E CDP. It means that in case of delete operations, the files created by the processor may not be readable by
engines like Hive, Spark, and so on. Improvements are being made on the compute engines to support
equality deletes.

» PutRedisHashRecord

« PutSnowflakel nternal Stage
« StartSnowflakel ngest

e UpdateDeltal akeTable

Controller servicesin technical preview:

e CMLLookupService controller service
» EBCDICRecordRecord controller service

Learn about behaviora changesin Cloudera Flow Management (CFM) 2.1.6.
Summary:

The Neo4JCypher3ClientService Controller Service has been completely removed in favor of the
Neo4JCypherClientService controller service, which uses a more 