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CDP Public Cloud / Data Catalog About Cloudera Data Catalog

Cloudera Data Catalog is a service within Cloudera that enables you to understand, manage, secure, and govern data
assets across the enterprise.

Cloudera Data Catalog helps you understand data in your Data Lake. Y ou can locate relevant data of interest based
on various parameters. Using Cloudera Data Catal og, you can understand how datais interpreted for use, how it is
created and modified, and how data accessis secured and protected.

Note: Cloudera Data Catalog is supported in the EU and APAC regional Control Plane. Y ou can ensure

E that you manage, secure, collaborate, and govern data assets across multiple clusters and environments
within the EU region or APAC region where your organization operates as per the data protection regulatory
requirements.
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Cloudera Data Catalog enabl es data stewards across the enterprise to work with data assets in the following ways:
e Organize and curate data globally:

e « Organize data based on business classifications, purpose, protections needed, etc. For more information,
see:

e Creating aclassification from Asset Details
» Creating aclassification from Search page

* Promote responsible collaboration across enterprise data workers. For more information, see Bookmarks
overview.

* Understand where relevant datais located:

e « Catalog and search to locate relevant data of interest (sensitive data, commonly used, high risk data, etc.).
« Understand what types of sensitive personal data exists and whereit islocated
» For more information, see:

* VM-based environments. The Cluster Sensitivity Profiler
» Compute cluster enabled environments: The Data Compliance Profiler
« Understand how datais interpreted for use:

e < View basic descriptions: schema, classifications (business cataloging), and encodings
* View statistical models and parameters
« View user annotations, wrangling scripts, view definitions etc.

» For more information, see Viewing Data Asset details.
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» For more information, see Navigation in Asset Details.

e VM-based environments: The Hive Column Profiler / Compute cluster enabled environments. The Statistics
Collector Profiler

¢ Understand how datais created and modified:

Visualize upstream lineage and downstream impact
* Understand how schema or data evolve
* View and understand data supply chain (pipelines, versioning, and evolution)
» For more information, see Navigation support for hive entities within Lineage.
« Understand how data access is secured, protected, and audited:

e « Understand who can see which data and metadata (for example, based on business classifications) and
under what conditions (security policies, data protection, anonymization)

* View who has accessed what data from aforensic audit or compliance perspective

» Visualize access patterns and identify anomalies

* For more information, see

¢ VM-based environments: The Ranger Audit Profiler

e Compute cluster enabled environments: The Activity Profiler
» Viewing Ranger access audits

* Viewing Atlas entity audits

* Viewing Ranger policies

The Dashboard provides quick accessto vital service information at a glance, in the form of visual, actionable
navigation for multiple operations. The user-friendly navigation enables viewing, filtering, and acting upon data
quickly and in asimple manner.

Data Stewards can view the Dashboard at a glance, and a so focus on the most important tasks, enabling faster
decision making as well asimmediate action. The application lets you perform multiple actions for different types of
content that helps in visualizing information with ease.
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Dashboard

Welcome to Cloudera Data Catalog

Data Catalog is a service within Cloudera Data Platform that enables you to understand, manage, secure, and govern data assets across the enterprise.
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Data Lakes

1@ Dashboard

Get started with Data Catalog X
These resources will help you learn about how to use Cloudera Data Catalog.
Start Guide [2  Explore use cases [2  Documentation [2

Total Assets

Profiler configured Assets profiled

u s

My Datasets And Bookmarks

Social

*x 00

Active Profilers ~ Data Lakes

Name

Test_dataset

Search Assets

Discover assets across multiple Data Lakes. Find tags or
assets in your Data Lake using Hive assets, attribute
facets, or free text

Search Now

Assets

0

Author

Andras Szuromi

Manage Datasets

Group data assets into Datasets to organize data based
on business classifications, purpose and protection
requirements

Manage Now

Datalake

Review Profilers

Find the patterns across the tables and apply tags for
security rules. Create a custom profiler

Review Now
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The displayed cards and tabs are fully interactive, with clickable areas for easy navigation to relevant parts of
applications. Users can access individual sections and narrow down the information displayed. For example, you can

manage the datasets created and bookmarked by you. For more information, see:

* Creating datasets
¢ Managing datasets
« Bookmarks overview
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Welcome to Cloudera Data Catalog

Data Catalog is a service within Cloudera that enables you to understand, manage, secure, and govern data assets across the enterprise.

Get Started with Data Catalog
@ These resources will help you learn how to use Cloudera Data Catalog.

Start Guide (2 Explore Use Cases [2  Documentation [2

Data Lakes Total Assets Profiler Configured
ans 7

My Datasets and Bookmarks ~ Active Profilers ~ Data Lakes

Datalake ~  ProfilerName ~

Data Lake Status Profiler Name Assets
© Not Active Activity Profiler 0 Assests Profiled
s do @ Active Data Compliance 0 Assests Profiled
@ Active Statistics Collector 0 Assests Profiled
@ Active Cluster Sensitivity Profiler 0 Assests Profiled
s dc-envl @ Active Hive Column Profiler 0 Assests Profiled
@ Active Ranger Audit Profiler 0 Assests Profiled
7 SearchAssets 97, Manage Datasets
3 Discover assets across multiple data lakes. Find tags or >°  Group data assets into datasets to organize data based
assets in your data lake using Hive assets, attribute on business classifications, purpose and protection
facets, or free text. requirements.
Search Now Manage Now

Assets Profiled

Last Run

02/13/2025 02:59 PM CET
02/20/2025 06:50 AM CET See Details
02/25/2025 11:45 AM CET

NA-
NA- See Details
02/25/2025 02:00 PM CET

Review Profilers

Find the patterns across the tables and apply tags for
security rules. Create a custom profiler.

Review Now

The Dashboard page contains information on your profilers, the total number of assets that are profiled, along with
the assets that are scanned for data. Clicking See Details leads you to your individua profilers:

* VM-based environments: The Cluster Sensitivity Profiler / Compute cluster enabled environments: The Data
Compliance Profiler

e VM-based environments: The Hive Column Profiler / Compute cluster enabled environments. The Statistics
Collector Profiler

» VM-based environments. The Ranger Audit Profiler / Compute cluster enabled environments: The Activity

Profiler
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Data Catalog Dashboard

@ Dashboard Welcome to Cloudera Data Catalog

Data Catalog is a service within Cloudera Data Platform that enables you to understand, manage, secure, and govern data assets across the enterprise.
Get started with Data Catalog X
% These resources will help you learn about how to use Cloudera Data Catalog.
Start Guide [ Explore use cases [2  Documentation [

Data Lakes Total Assets Profiler configured Assets profiled

o awsp

My Datasets And Bookmarks ~ Active Profilers ~ Data Lakes

Status Provider Name Version

@ Running m 7.218

@ Running aws 7.218

© Running aws 7.218
Search Assets o305 Manage Datasets Review Profilers

o pe @58 TH

Discover assets across multiple Data Lakes. Find tags or 457 Group data assets into Datasets to organize data based Find the pattems across the tables and apply tags for
assets in your Data Lake using Hive assets, attribute on business classifications, purpose and protection security rules. Create a custom profiler
facets, o free text requirements
Search Now Manage Now Review Now

Additionally, you can check the status of your Data L akes. For more information, see Introduction to Data L akes.

Profiler architecture in VM-based environments

In aVVM-based environment, the Cloudera Data Catalog Profiler architecture uses a Cloudera Data Hub workload
cluster.

Note:

IE The VM-based architecture (using the Cluster) is deprecated from the 3.0.0 release but remains available
until 7.2.18 is supported (Sept 2025). Therefore, based profilers will also not be availablein versions after
7.2.18. Only Compute Cluster enabled environment will be ableto run profilers after version 7.2.18.

For more information, see Cloudera Support lifecycle palicy.

Figure 1. VM-based profiler architecture
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After registering a VM-based environment, you have to launch a Cloudera Data Hub cluster for each Data Lake to
provide the resources and services required for a profiler workload. This can be handled by Cloudera Data Catalog.
For more information, see Launching profilersin VM based environments.

Note: In comparison to a Kubernetes pod in a Compute Cluster enabled environment, a Cloudera Data Hub
workload cluster reserves compute resources even when a profiler task is not running. Also, more services are
required to be included in the Cloudera Data Hub cluster template in contrast to the default compute cluster:
Zookeeper
For configuration information, naming, synchronization and group services over large
clustersin distributed systems

Yarn
For resource management

1. Cloudera Data Hub usesthe internal service called Cloudbreak to start the necessary servicesin the Profiler
Cloudera Data Hub cluster. It is also used to access data about profilers and the Data Lake. In comparison, the
Cluster Proxy provides the connection between the Cloudera Data Hub Ul service and the rest of the Cloudera
Data Catalog services.

2. An additional Amazon Relational Database (PostgreSQL) is used to store data required for the profiling process,
such as, Cluster Sensitivity Profiler Rules, profiler-Data L ake mappings and datasets.

3. Knox is used to authenticate services between your and Cloudera’ s environment

Livy is used together with a dedicated Scheduler Service to start the individual profiler instances with Spark jobs.

5. The Cloudera Data Hub cluster manages the different services responsible for the profiling.

e

a. Profiler Admin serviceis similar to an interface for Profilers. It allows Cloudera Data Hub to fetch information
from the workload Cloudera Data Hub about scheduled jobs, profiler configurations and so on.

Profiler Metricsis responsible for the metrics calculation and synching it to Cloudera Data Hub database and
Atlas.

b. The profilers use acloud storage called Profiler output bucket as atemporary storage to aggregate al their
collected data, such as profiler snapshots, which help to continue the profiling by saving interim data.

6. Thefinal profiler results are stored in an attached cloud storage.

Cloudera DataHub
Introduction to Data L akes
Cloudera Management Console

Next to the Cloudera Data Hub based profiler cluster, Cloudera Data Catal og offers the possibility to run profilersas a
containerized service in a standardized Kubernetes base cluster called Externalized Compute Cluster. This consumes
far less resources and provides auto-scaling.

Note:

IE The VM-based architecture (using the Cluster) is deprecated from the 3.0.0 release but remains available
until 7.2.18 is supported (Sept 2025). Therefore, based profilers will also not be availablein versions after
7.2.18. Only Compute Cluster enabled environment will be ableto run profilers after version 7.2.18.

For more information, see Cloudera Support lifecycle palicy.
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1. Once the container-ready environment is set up, a default Kubernetes cluster (Externalized Compute Cluster) is

also created in this environment.

Note: The Kubernetes jobs and API server offers the same API and Ul interface capabilities for you as

E the VM-based Cloudera Data Hub, therefore, there is no difference in use.

2. TheProfiler Launcher Service (PLS) internal to Cloudera Data Catalog schedules Kubernetes jobs, cron jobsin
the compute cluster using HTTP API calls. PLS creates one Kubernetes CRON job for each profiler you select, so
the number of CRON jobs scheduled on the compute cluster matches the number of launched profilers.

3. Oncethetime of the scheduleis reached the Kubernetes job will launch a pod that will start profiling a Data Lake
or ranger audit logs. The configuration for the jobs are received via the Cloudera Data Catalog API.

4. Using these settings the profiler connects to a Data Lake, identifies all the assets present in the Data L ake then

starts profiling.

5. Theresultswill be synced to Atlas and Cloudera Data Catalog using their respective APIs.

Cloudera Data Hub

Cloudera Management Console

Using Compute Clustersin AWS environments
Using Compute Clusters in Azure environments

An overview of terminology used in Cloudera Data Catal og.
Profiler

Enables the Cloudera Data Catal og service to gather and view information about different relevant
characteristics of data such as shape, distribution, quality, and sensitivity which are important to
understand and use the data effectively. For example, view the distribution between males and
females in column Gender, or min/max/mean/null values in a column named avg_income. Profiled
datais generated on a periodic basis from the profilers, which run at regularly scheduled intervals.
Works with data sourced from A pache Ranger Audit Logs, Apache Atlas Metadata Store, and Hive.

Data Lake
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Data Asset

Datasets

A trusted and governed data repository that stores, processes, and provides access to many kinds

of enterprise data to support data discovery, data preparation, analytics, insights, and predictive
analytics. In the context of Cloudera, a Data L ake can be realized in practice with an Cloudera
Manager enabled Cloudera Shared Data Experience cluster that runs Apache Atlas for metadata and
governance services, Apache Knox, and Apache Ranger for security services.

A dataasset is a physical asset located in the Cloudera ecosystem such as a Hive table which
contains business or technical data. A data asset could include a specific instance of an Apache
Hive database, table, or column. An asset can belong to multiple asset collections. Data assets are
equivalent to “entities’ in Apache Atlas.

Datasets allow users of Cloudera Data Catal og to manage and govern various kinds of data objects
as asingle unit through a unified interface. Asset collections help organize and curate information
about many assets based on many facets including data content and metadata, such as size/schema/
tags/alterations, lineage, and impact on processes and downstream objects in addition to the display
of security and governance policies.

About Cloudera Data Catalog
Introduction to Data L akes

A dataset is agroup of assets that fit a set of search criteria so that you can manage and administer them collectively
for specific business purposes.

CLOUDZRA
Data Catalog Datasets

Al - Q Search by dataset name, asset name o description

= Add Dataset

T Bookmarks = Sortby ~ | Datalake - | | CreationDate ~ = LastUpdate ~ |  Owners v Tag -

Global Flight Revenue & Co... Fleet Maintenance & Fuel Op... Fleet Repair Costs
% % i 0 Rated % % i 0 Rated %% i 0 Rated

Assets: 99 Assets: 1548 Assets: 4200
Author: Thomas Dassel Author: Max Witkoff Author: Silvie Hoff
Data Lake: dc-flight-data Data Lake: dc-flight-data Data Lake: dc-repair-costs

Q10 o n @10 o n Qo Bo n

Rows perpage: 50 ~ 1-310f31

Asset collections enable you to perform the following tasks when working with your data:

e Organize

Group data assets into datasets based on business classifications, purpose, protections, relevance, ownership etc.
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Example use cases:

* A company may mark all datathat needs to be compliant with GDPR, for example, with the tag "PII" and use
Ranger policiesto control access to these assets.
« A datasteward may mark all datarelated to sales with tags as sales_transactions, sales_targets, customer_seg
ments and include them into a common dataset for easier discovery.
*  Ownership by different teams can be signified by datasets.
* Search

Find tags or assetsin your Data Lake using Hive assets, attribute facets, or free text.

Advanced asset search uses facets of technical and business metadata about the assets, such as those captured in
Apache Atlas, to help users define and build collections of interest.
e Understand

Audit data asset security and use for anomaly detection, forensic audit and compliance, and proper control
mechanisms.

Y ou can edit datasets after you create them and the assets contained within the collection will be updated. CRUD
(Create, Read, Update, Delete) is supported for datasets.

Managing datasets
Bookmarks overview

Data Sharing in Cloudera Data Catal og enables secure, self-service access to | ceberg tables for external users using
the Cloudera I ceberg REST Catalog. It simplifies data sharing by using the Cloudera Data Catalog user interface.

i Important:
Thisfeature is available under the entittement CDP_DATA_SHARE_ADMIN. To obtain the required
entitlement, contact your Cloudera Account Representative.

Cloudera Data Catalog provides a self-service, secure way to provide read-only access to |ceberg tables to external
users building on Cloudera lceberg REST Catalog, including compute engines supporting the Iceberg REST AP,
such as Snowflake, Databricks, Amazon EMR, Amazon Athena, and Amazon Redshift. Cloudera Data Sharing avoids
duplicating data to external storage which enhances security, reduces storage costs and processing time especially

by dynamic tables. For example a manufacturer (the Data Provider) can share manufacturing and inventory data to
resellers or suppliers (Data Consumers). By using the Iceberg format, ETL processes can be avoided regardless of
cloud environment providers and data ecosystems. Additionally, the Cloudera | ceberg REST Catalog uses time-bound
Knox IDs and tokens (Client ID and Secret and access token) to manage security of the Data Sharing. Ranger audit
reports are shown in Cloudera Data Catalog for Data Share updates and access events.

Cloudera Data Catalog greatly simplifies Data Sharing by providing centralized user interface and asset discovery
(particularly useful when setting up Data Shares). It also enables adding metadata in the form keywords (to Data
Shares) and Atlas classifications (to assets) to improve searchability. The user interface also provides a quick
overview of audit reports for Data Share updates and access events.

Note:
B ¢ To enable Data Sharing in Cloudera Data Catal og, ensure that Configuring Hive Metastore as a REST
Catalog is complete.
« Data Sharing in Cloudera Data Catalog is only supported for AWS environments. To use Data Sharing in
Azure environments, see Creating a Data Share.
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Designate Cloudera users as Data Providers to manage the responsibility of sharing data stored in Cloudera

with external users or across organizations. They are usually data owners or data stewards. They will have the
responsibility to designate | ceberg tables to be shared. Additionally, they have the responsibility to generate secure,
timed credentials (Client 1D and Secret) for users, and to control how long the data can be accessed.

Data Providers must have the DataShareAdmin resource role, limited for a specific cloud environment.

Although there can be more Data Providers in an environment, they have afederated view of all Data Shares across
Data L akes.

E Note: Userswith the DataShareAdmin resource role have access to all Hive resources of that environment.

Data Providers can designate external users as Data Consumers by setting up their Knox Client IDs and Secrets.
These credentials have to be shared with them so that they can enter them into their Iceberg REST Catalog compatible
compute engines. For example, they can be users of a supply chain department or a third-party vendor consuming the
manufacturing data to optimize their own operations.

After the Data Providers set up Data Consumers by creating Knox credentials (Client 1D, Secret), they create Data
Shares, logical units of grouped | ceberg tables using the Cloudera Data Catalog user interface of CDP CLI. During
Data Share creation, they assign the assets to be shared and Data Consumers. Behind the scenes Knox authorizes
the users and manages the lifecycle of the credentials (expiration, revocation, and regeneration). Also, it routes the
incoming read and authentication requests.

Ranger creates groups and the read-only policies for the designated | ceberg tables for the authenticated external users.
Additionally, Ranger handles the asset and access auditing.

Hive provides the storage layer and serves the read request within the framework of 1ceberg REST Catalog API.

Cloudera Iceberg REST Catalog overview

Data sharing with Cloudera | ceberg REST Catalog

Creating external users

Creating a new Data Share

Modifying Data Shares

Revoking user credentials

Regenerating user credentials

Deleting a Data Share

Verifying external accessto a Data Share

Troubleshooting Data Sharing after restoring a backup to a new Data Lake

The Data Sharing user interface in Cloudera Data Catalog enables Data Providers to manage logical data shares and
external user access. Key features include lifecycle management of data shares, detailed share metrics, and secure
credential handling for external Data Consumers.

Data Providers interact with the following pagesin Cloudera Data Catalog:
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The All Shares page serves as the central command hub where Data Providers can search, discover, and manage
the lifecycles of their logical data shares. As Data Providers have a federated view, they can manage shares across
multiple data lakes within a specific environment.

All Shares

Data Sharing

You can directly share data with data consumers using external ecosystems, saving time spent on integration, to spend it rather on useful collaboration. You can tailor the access rights of your data consumers to their needs.

Data Lakes®

‘ s cloudera-catalog-hue-... v ‘ @® New Share

‘ SortBy v  Tag v | Keyword ~ = Expiy v | Share Status ~

2 Shared dim_aircraft

CREATED BY ASSETS USERS CREATED ON TAGS KEYWORDS
51 1 03/12/2026 03:26 PM CET © Reference_Data ) (® Public....n_Spec ) (& Operational £ Ground....ations ) (_# Fleet_Hardware
& Aviati....e_Data

/A Share expires on: 03/13/2026 11:59 PM CET (5 hours, 32 minutes, 31 seconds left)

® Not Shared agg_route_performance

CREATED BY ASSETS USERS CREATED ON TAGS KEYWORDS
51 21 03/12/2026 03:24 PM CET ® Aggregated | (® Non_PIl | (® Commer....ential £ Partne....actors ) (# Route_...lytics ) ( # B2B_BI_Feed

2 Shared airlines_new

CREATED BY ASSETS USERS CREATED ON TAGS KEYWORDS
51 21 03/12/2026 04:09 PM CET © Reference_Data ) (® Commer....ential ) (® Non_PIl & Interl....illing | (# Financ....lement | ( # SWIFT_Routing
+2

@JExpired flight_summary_complex

CREATED BY ASSETS USERS CREATED ON TAGS KEYWORDS
51 21 03/12/2026 03:23 PM CET © Staged ) (® GDPR_PNR ) (® Highly....ricted £ Border...|_Feed ) (# Regula....t_Data
4 Passen....nifest

© Share expired on: 03/13/2026 02:22 PM CET

22 Shared' enriched_flight_data

CREATED BY ASSETS USERS CREATED ON TAGS KEYWORDS
51 21 03/12/2026 02:16 PM CET ® Confidential ) (® Enriched ) (® GDPR_PNR £ Claims....dation ) ( # Enrich....Roster
£ B2B_In...e_Feed ) +2

Share Creation and Modification

Admins can initiate the creation of a new Data Share, defining its name, summary, terms
and conditions, and time-bound validity period. They can also modify existing shares (which
temporarily places them in an unshared state) to add or remove assets and users.

Filtering and Discovery

The page provides filtering to easily locate shares. Admins can search by share name, or filter by
specific Atlas Tags, custom Keywords (for example, "finance" or "B2B_Operationa"), expiration
status, and the current share status (for example, Shared or Not Shared).

Metrics

The main list view displays critical information for each share, including the number of assets
included (up to alimit of 15 per share), the number of external users with access, and exact creation
and expiration dates.

Share Details
Clicking into a specific share opens a detailed view with dedicated tabs for:

Assets
Lists the specific |ceberg tablesincluded in the share.
Users
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Lists the external consumers authorized to view the data.

M etadata Audits
Tracks administrative changes made to the share itself, such as adding a new table or changing the
summary.

Figure 5: Accessing metadata audit details

Share details

B / All Shares / Share details

airlines_new # o torshoes

DATA LAKE CREATED BY: CREATED ON: LAST UPDATED: EXPIRES ON: 2
aws cloudera-catalog-hue-lake-6 03/12/2026 04:09 PM CET 03/22/2026 04:24 PM CET 04/11/2026 05:04 PM CET (19 days, 23

hours, 17 minutes, 45 seconds left)

SUMMARY: 2
This data share provisions AeroSettlement Financial Services with secure, read-only access to the Airlines Reference and Routing dataset. This table serves as the single source of truth for partner airline operational IDs,
alliance memberships, and highly sensitive financial routing details (including SWIFT codes and settlement bank accounts). This feed is provisioned exclusively for automated int... Read more

TAGS: (3) £ KEYWORDS: (5) £
ial 828 Fi...| Feed

TERMS & CONDITIONS: &
By accessing this data asset, you acknowledge that the information herein is the exclusive intellectual property of Airlines Ltd. and is provisioned strictly for authorized, internal business purposes. Users must handle all data
in strict accordance with Airlines Ltd.’s enterprise data governance policies, including mandatory compliance with GDPR and relevant privacy regulations wherever Personall... Read more

Assets Users Metadata Audits Access Audits

C Refresh

User Name Operation Actions Create Date Audit Details

Users UPDATE 03/22/2026 04:25 PM CET

DataShare UPDATE 03/22/2026 04:24 PM CET See Details

Users UPDATE 03/22/2026 04:23 PM CET | see Details |

DataShare UPDATE 03/22/2026 0417 PM CET See Detais |

Users UPDATE 03/22/2026 04:14 PM CET | see Detals |

Assets CREATE 03/22/2026 04:08 PM CET See Detals |

o

Figure 6: Metadata audit of updating the user access time for a Data Share

» »

Share Audit Details

USER NAME OPERATION CREATE DATE
©sso_aszuromi Users 03/20/2026 06:54 PM CET
ATTRIBUTE NAME New Value  DATASET: airlines_new@1774029280233
Policy Name
i Old Value  DATASET: airlines_new@1774029272039
New Value 1:
Permission: _READ
User Name: Thomas Miller. 7ef74aa7-b3e1-4c2d-82a3-
New Value 9043e4306137
-
startTime: 2026/03/20 17:54:40
timeZone: UTC
ATTRIBUTE NAME
Users

Old Value 1:
Permission: _READ
User Name: Thomas Miller: 7ef74aa7-b3e1-4c2d-82a3-
0ld Value 904324306137
StartTime: 2026/03/20 175431
timeZone: UTC

Access Audits
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Displayslogs of actual data access events, showing exactly which user queried which table and
whether the API request was allowed or denied by Ranger.

Share details N
airlines_new # v [EEY
DATA LAKE CREATED BY: CREATED ON: LAST UPDATED: EXPIRES ON: &
aws cloudera-catalog-hue-lake-6 03/12/2026 04:09 PM CET 03/22/2026 04:24 PM CET 04/11/2026 05:04 PM CET (19 days, 23

hours, 17 minutes, 45 seconds left)

SUMMARY: 2
This data share provisions AeroSettlement Financial Services with secure, read-only access to the Airlines Reference and Routing dataset. This table serves as the single source of truth for partner airline operational IDs,
alliance memberships, and highly sensitive financial routing details (including SWIFT codes and settlement bank accounts). This feed is provisioned exclusively for automated nt... Read more

TAGS: (3) 2 KEYWORDS: (5) £
© Reference_Data ) (& Commer...ential ) (®& Non_Pil #nterl._.illing ) (# Financ...lement ) (2 SWIFT_Routing ) (@ Aifin...e_Data ) (2 B2B_Fi...LFeed

TERMS & CONDITIONS: £

By accessing this data asset, you acknowledge that the information herein is the exclusive intellectual property of Airlines Ltd. and is provisioned strictly for authorized, internal business purposes. Users must handle all data
in strict accordance with Airlines Ltd.'s enterprise data governance policies, including mandatory compliance with GDPR and relevant privacy regulations wherever Personall... Read more

Assets  Users  Metadata Audits  Access Audits

Access Grant: ALL ~ C Refresh

Access Grant  User Resource Type  Access Type Resource Path Event Time Client IP

© Denied Elena Martinez: e8a4239e-e3e2-4d3f-ba8d-3540ee4a895a table REST CATALOG METADATA OPERATION airline_operations/airlines_new  03/19/2026 06:12 PM CET

v Allowed  Elena Martinez: e8ad239e-e3e2-4d3f-ba8d-3540ee4a895a database REST CATALOG METADATA OPERATION airline_operations 03/19/2026 06:12 PM CET

v Allowed  Elena Martinez: e8a4239e-e3e2-4d3f-ba8d-3540ee4a895a database REST CATALOG METADATA OPERATION airline_operations 03/19/2026 05:52 PM CET

© Denied Elena Martinez: e8a4239e-e3e2-4d3f-ba8d-3540ee4a895a table REST CATALOG METADATA OPERATION airline_operations/airlines_new ~ 03/19/2026 04:38 PM CET

v Allowed Elena Martinez: eBa4239e-e3e2-4d3f-ba8d-3540ee4a895a database REST CATALOG METADATA OPERATION airline_operations 03/19/2026 04:38 PM CET

© Denied Elena Martinez: e8a4239e-e3e2-4d3f-ba8d-3540ee4a895a table REST CATALOG METADATA OPERATION airline_operations/airlines_new 03/19/2026 04:38 PM CET

v Allowed Elena Martinez: eBa4239e-e3e2-4d3f-ba8d-3540ee4a895a database REST CATALOG METADATA OPERATION airline_operations 03/19/2026 04:37 PM CET

v Allowed Thomas Milller: 7ef74aa7-b3e1-4c2d-82a3-9043e4306137 database REST CATALOG METADATA OPERATION airline_operations 03/19/2026 11:41 AM CET J

The Manage User s page is dedicated to handling the identities and credentials of external Data Consumers. Because
these consumers operate outside of the Cloudera ecosystem (using third-party engines like Snowflake or Databricks),
this page acts as the bridge to securely grant them access.
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Manage Users

Manage Users

External users are the users/applications which are not part of CDP ecosystem and still want to consume the data from CDP.

Data Lakes”

as cloudera-catalog-hue-... v

Thomas Miller

CLIENT ID EMAIL ADDRESS: COMPANY NAME SHARES ADDED ON
0ce78769-9a1b-4115-9¢11-031 t. com AeroSettlement Financial Services 1 Share 03/12/2026 04:04 PM CET
David Torres  Revoked

CLIENT ID EMAIL ADDRESS: COMPANY NAME SHARES ADDED ON

N/A dtorres@securejourney.com SecureJourney Insurance 1 Share 03/12/2026 01:06 PM CET
Sarah Jenkins

CLIENTID EMAIL ADDRESS: COMPANY NAME SHARES ADDED ON
7507e2b5-b5d5-4f95-be8d-85f43f7c3a6e s.jenkins@nbsa.gov National Border Security Agency 1 Share 03/12/2026 12:54 PM CET
Marcus Chen

CLIENTID EMAIL ADDRESS: COMPANY NAME SHARES ADDED ON
8c53c26a-97b4-42fa-a5c4-0af27f1824af marcus.chen@pacificrimair.com Pacific Rim Airways 1 Share 03/12/2026 12:54 PM CET
Elena Rostova

CLIENT ID EMAIL ADDRESS: COMPANY NAME SHARES ADDED ON
7eda98fb-3937-420d-8¢53-5d" handling.com GlobalFlight Ground Services 1 Share 03/12/2026 12:51 PM CET

Key capabilities of thisinterface include:
External User Registration

Admins can register a new user by inputting their name, email address, and company name.
Secure Credential Generation

Upon registering a new user, the system automatically uses Knox to generate OAuth2 credentials (a
Client ID and Secret). The Ul immediately prompts the Share Admin to download these credentials
asaCsV file

Note: Thisisaone-time download; the secret is never displayed again, and the admin
IE isresponsible for securely distributing this file to the external consumer.

Credential Lifecycle Management

To ensure strict security, admins can use an action menu next to any user to fully control their
access:

Revoke Credential

Immediately disables the user's access to any shares. The user remainsin the system for auditing
purposes, and the Ul displays a Revoked status next to their name.

Regener ate Credential

Invalidates the user's old token and issues a brand new Client ID and Secret. Thisis highly useful if
aconsumer loses their credential file or if a security compromise is suspected.

Delete User
Permanently removes the user and revokes their access.

Note: These capahilities are also available viathe CDP CLI. For more information, see the Related
E Information.
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Creating a Data Share with CDP CL |
CDP CLI datacatalog command

On the Cloudera Data Catal og Sear ch page, select a Data Lake and enter a search string in the search box to view all
the assets with detail s that contain the search string.

When you enter the search termsin Sear ch, you are looking up names, types, descriptions, and other metadata
collected by Cloudera Data Catal og. The search index includes metadata, not data, about your environment and
cluster data assets and operations. Y ou can make the search more powerful by associating your own information
(business metadata) to the stored assets.

Users have access to the Data L akes based on the permissions that are granted. Y ou can choose from the available
Data L akes by selecting the appropriate radio button.

CLOUD=RA
Data Catalog Search
1ar Dashboard Discover data X
Q search Discover assets across multiple data lakes. Find tags or assets in your data lake using Hive assets, attribute facets, or free text.
How to search for Asset [2
Data Lakes
‘ = do-ge-edienv-v - [Z Atlas | [Z Ranger
L3
o -env-vl
Type - (Owner - (EniiyTag - | GlossaryTerms - C'Refresh & Download CSV [ Delete Profiler
env-v2
envvl Name Created On Owner Source Action

Y HBase Namespace default NA- atlas hbase

v HBase Table atlas_janus NA- atlas hbase

v HBase Column Family h NA- atlas hbase

v HBase Column Family NA- atlas hbase

v HBase Column Family q NA- atlas hbase

v HBase Column Family NA- atlas hbase

v HBase Column Family e -NA atlas hbase

v HBase Column Family t NA- atlas hbase

v HBase Column Family s NA- atlas hbase

v HBase Column Family f NA- atlas hbase

v HBase Column Family m NA- atlas hbase

Rows per page: 100 v 1-110f11
4

E Note:
¢ You can search the assets of one Data Lake at atime.

« For the selected Data L ake, click the Atlas and Ranger links to go to the respective base cluster servicesin
anew browser tab.

Use the search filter to fine-tune your results. By selecting atype, additional filter options become available and
irrelevant filters are hidden. For example, after selecting Hive Table, the Column Tag, Database and Time Range
filters are shown under More.
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Search

Discover data
@ Discover assets across multiple data lakes. Find tags or assets in your data lake using Hive assets, attribute facets, or free text.

How to search for Asset [2

Data Lakes
i Type: Hive Table +
Type Name
v Hive Table patient-list
v Hive Table employee-list
v Hive Table manager-list
v Hive Table subcontractor-list

Owner ~ | EntityTag ~

Glossary Terms ~  (More ~ ) X Clear All

Created On

I
04/22/2025 09:27 M e COMUMN Tag

Database
04/22/2025 09:27 AM CE¢

Time Range
04/22/2025 09:27 AM CES«+

04/22/2025 09:27 AM CEST

C Refresh
Owner Source
hive hive
hive hive
hive hive
hive hive

Clicking the Vv icon for a search result shows the following key data about an asset:

[7 Atlas [2 Ranger

& Download CSV

Action

e Qualified name — Qualified names are a unique identifier in Cloudera Data Catal og, identifying the asset with its

context.

A Hivetable has the following qualified name patterns. [*** DATABASE NAME***].[*** TABLE
NAME***] @[ *** CLUSTER NAME***]

+ Database
e Classifications— Atlastags
e Terms
Data Lakes
Type ~ Owner ~ Glossary Terms v
Type Name
HBase Table HR_table
QUALIFIED NAME DATABASE
HR_db:HR_table@main_cluster HR_db
v HBase Namespace default

Created On

07/23/2025 02:47 PM CEST

CLASSIFICATIONS
Pl

07/23/2025 02:47 PM CEST

Clicking the Name of the entity will open its Asset Details.

C Refresh
Owner Source
atlas hbase

TERMS

Perfor....ossary

atlas hbase

2 Atlas [2 Ranger

& Download CSV

Action

Y ou can also download the search result for the current query with the selected Data Lake. The feature allows you to
download up to 10,000 rows for the current search query.

The CSV file format does not conform to any specific order or continuation in the downloaded results. For example,
you can download 10,000 assets and download the results for the same query again, then the two downloaded CSV
files might not contain the search results in the same order.

Click Download CSV to start your download.
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CLOUD=RA
Data Catalog

Search

Discover data X
Discover assets across multiple data lakes. Find tags or assets in your data lake using Hive assets, attribute facets, o free text.

How to search for Asset [2

Data Lakes

‘ v2 - 12 Atlas {2 Ranger

Type: HBase Table ~ = Owner ~ | EntityTag ~ = GlossaryTerms ~ & | More ~ X Clear All C Refresh o Download CSV T Delete Profiler

Type Name Created On Owner Source Action

v HBase Table atlas_janus NA- atlas hbase

Search filters

Searching for assets using Atlas glossaries
Additional search options for asset types
Accessing tables based on Ranger policies
Viewing Data Asset details

Dataset Details pages show collaboration metrics, keywords, authorship, collaborator lists, Created at and Updated at
timestamps, asset name counts, moderated discussion, bookmarks, likes, and ratings.

Y ou can rate datasets and view the average rating of a dataset. This can help other users to find datasets with higher
ratings easily. Y ou can also add your knowledge and insights about the asset collection by adding comments. Other
users can respond to your comments or add their comments about each data asset collection.

19


https://docs.cloudera.com/data-catalog/cloud/search/topics/dc-search-filters.html
https://docs.cloudera.com/data-catalog/cloud/search/topics/dc-search-assets-glossary.html
https://docs.cloudera.com/data-catalog/cloud/search/topics/dc-search-assets-using-options.html
https://docs.cloudera.com/data-catalog/cloud/search/topics/dc-accessing-tables-ranger-policies.html
https://docs.cloudera.com/data-catalog/cloud/search/topics/dc-viewing-data-assets-with-asset-360.html

CDP Public Cloud / Data Catalog

About Cloudera Data Catal og

Dashboard

Welcome to Cloudera Data Catalog

Data Catalog is a service within Cloudera that enables you to understand, manage, secure, and govern data assets across the enterprise.

By

Get Started with Data Catalog

These resources will help you learn how to use Cloudera Data Catalog.

Start Guide [2  Top Tasks [2  Documentation [2

Data Lakes Total Assets Profiler Configured
aws 2 1680 Realtime 6/6 in all data lakes
My Datasets and Bookmarks Active Profilers Data Lakes
Social Name Assets Author
N %1 Route Performance & Load Factor Summary 1
* 010 Legacy Airline Reference Data 1
* 030 Aircraft Fleet Master Data 0
* 0 30 Airline Partner Directory 1
* 030 Detailed Flight Manifests 2
*x 020 Dataset 2
? Search Assets %7, Manage Datasets
oo oox
f Discover assets across multiple data lakes. Find tags or b Group data assets into datasets to organize data based
assets in your data lake using Hive assets, attribute on business purpose and p!

facets, or free text.

requirements.

Search Now Manage Now

Assets Profiled

0in last 7 days

Data Lake

cloudera-catalog-hue-lake-4
cloudera-catalog-hue-lake-4
cloudera-catalog-hue-lake-4
cloudera-catalog-hue-lake-4
cloudera-catalog-hue-lake-4

NA-

Review Profilers
A2l

Find the patterns across the tables and apply tags for
security rules. Create a custom profiler.

Review Now

The dataset Details layout shows the following: asset names beside counts, authoring and collaborator summaries,
tagging and keyword facets that feed full-text discovery, moderated comments, bookmarks, votes, ratings, likes,
Created at timestamps, Updated at timestamps, and archive indicators when Data L akes sunset.

Figure 9: Dataset Details collaboration panel

Data Lake

lake-:

The collaboration panel highlights the quantitative signals stewards skim first:

cloudera-catalog-hue-
4

Datasets Details

1oy / Datasets / Datasets Details

Route Performance & Load Factor Summary &

This dataset contains high-level, aggregated performance metrics for every flight route, updated
daily. Its primary Key Performance Indicator (KPI) is the Load Factor, which measures the
operational efficiency of each route.

Last Modified On
09/05/2025 12:43 PM
CEST

[Somman |
@
[Aronymizea ntemal

Tags Created By Created On

» Averagerating and cumulative vote totals for the dataset
e Total number of likes

« Comment counts

e Thebookmark icon indicating if the dataset is bookmarked by the current user or not

Y ou can perform the following collaboration actions for each dataset.

09/05/2025 01:08 PM
CEST

[z Ranger i @& 30 %
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Like a dataset

You can let other users know that you like a dataset. The' icon on the dataset Details page displays the total
number of likes received by this dataset helping you to find it faster.

Figure 10: Like a dataset

Datasets Details

1@y / Datasets / Datasets Details

Route Performance & Load Factor Summary &

[2 Atlas

This dataset contains high-level, aggregated performance metrics for every flight route, updated

daily. Its primary Key Performance Indicator (KPI) i
operational efficiency of each route.

Data Lake

cloudera-catalog-hue-
lake-4

Tags
Analytics
[riema]

Created By

s the Load Factor, which measures the

Created On
09/05/2025 12:43 PM
CEST

Last Modified On
09/05/2025 01:08 PM
CEST

Click the' icon to add the dataset to your list of liked collections.

Comment on or discuss a dataset

[2 Ranger

@

0

Y ou might want to share your knowledge or insights about this dataset with other users. Cloudera Data Catalog
allows you to collaborate with other users by adding comments.

Click the " icon to add a comment about this dataset.

Figure 11: Add a comment

Datasets Details

1ar / Datasets / Datasets Details

Route Performance & Load Factor Summary &
This dataset contains high-level, aggregated perfor

[2 Atlas

mance metrics for every flight route, updated

daily. Its primary Key Performance Indicator (KPI) is the Load Factor, which measures the

operational efficiency of each route.

Data Lake
cloudera-catalog-hue-
e-4

Tags
Analytics
[iriema]

Created By

Assets | 1

Q search
Name

Database Name

agg_route_performance airline_operations

The Collaborate tab expands. Click
each dataset.

Figure 12: Reply to a comment

Created On Last Modified On
09/05/2025 12:43 PM 09/05/2025 01:08 PM
CEST CEST

Description Asset Type

This is the main, operational table for ... iceberg

icon to reply to an existing comment.

[2 Ranger

2 Edit

Owner Created On

csso_a... 09/02/2025 05:58 PM ...

Y ou can continue to add comments for
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Datasets Details

1ar / Datasets / Datasets Details

Route Performance & Load Factor Summary & 12 Atlas

This dataset contains high-level, aggregated performance metrics for every flight route, updated
daily. Its primary Key Performance Indicator (KPI) is the Load Factor, which measures the
operational efficiency of each route.

Data Lake Tags Created By Created On Last Modified On
cloudera-catalog-hue- 09/05/2025 12:43 PM 09/05/2025 01:08 PM
lake-4 CEST CEST

m

Assets | 1
Q, Search
Name Database Name Description Asset Type

Vs |

agg_route_performance airline_operations This is the main, operational table for ... iceberg )

Bookmark the dataset

In addition to sharing with other users, you can aso bookmark datasets for easy accessin the future.

Click the CD icon to add the dataset to your list of bookmarks.

Figure 13: Bookmark action

Datasets Details

1oy / Datasets / Datasets Details

Route Performance & Load Factor Summary & 12 Atlas

This dataset contains high-level, aggregated performance metrics for every flight route, updated
daily. Its primary Key Performance Indicator (KPI) is the Load Factor, which measures the
operational efficiency of each route.

Data Lake Tags Created By Created On Last Modified On
cloudera-catalog-hue- 09/05/2025 12:43 PM 09/05/2025 01:08 PM
lake-4 CEST CEST
Aggregated J Summary |
[P1]
Anonymized [ Internal |
Certified
Assets | 1
Q Search
Name Database Name Description Asset Type
agg_route_performance airline_operations This is the main, operational table for ... iceberg

®, Collaborate x
YOU RATED 12 vote
2 Ranger A KA a8
° ' I
11:37 AM Sep 09 25
4 Reply
Added aggregated performance data @
% Delete
own(
cssc
x
Added aggregated performance data
Thank you!
4
[Z Ranger e 5.0 %
L4l 2
2 Edit
Owner Created On
€sso_a... 09/02/2025 05:58 PM ...

This dataset will appear in the list of bookmarks when you click the Bookmarks link in the left navigation menu.

22



CDP Public Cloud / Data Catalog About Cloudera Data Catal og

Rate the dataset

Y ou can also rate the datasets on a scale of one to five. Click the .‘ icon to enable rating, then click the * iconsto
rate the open dataset. The Collabor ate tab expands.

Click the stars to provide your own rating.

Figure 14: Rate a dataset

Datasets Details

1oy / Datasets / Datasets Details ®, Collaborate x
RATE THIS COLLECTION 12 vote
Route Performance & Load Factor Summary & [2 Atlas [2 Ranger X 303
This dataset contains high-level, aggregated performance metrics for every flight route, updated
daily. Its primary Key Performance Indicator (KPI) is the Load Factor, which measures the . H — g?'?;‘ff;a'““‘

operational efficiency of each route.
‘Added aggregated performance data

Data Lake Tags Created By Created On Last Modified On View all 1 reply
cloudera-catalog-hue- 09/05/2025 12:43 PM 09/05/2025 01:08 PM
lake-4 CEST CEST

Revenue Management

Therating on the Datasets page shows the average of the rating provided by various users. The Rating section also
displays the number of votes given for this dataset.

View the tags on a dataset
Y ou can add tags while creating a dataset. Y ou can filter your datasets based on these tags.
Figure 15: Filter by tags

Datasets
Q, Search by name or description = Flight Operations X

Revenue Management 1

Detailed Flight Manifests ; | Summary L ERU

¥ ¥ Yr Y7 ¥ O Rated Flight Operations 2
Aggregated 1

Assets: 2 Anonymized 1

Author: test_dss_tag_0 1

Data Lake: cloudera-catalog-hue-lake-4 Udta Lare: Ciouuera-cataiog-niue-iake-4

Qo o n @ 1.0 2 7

IE Note: Thesetags do not synchronize to Atlas.

Related Information
Managing datasets
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Atlas tags enhance searchability by serving as metadata labels, either created manually or applied automatically
through profiling tools.

Atlas tags can created directly from Cloudera Data Catalog which represent Apache Atlas classifications. Y ou can use
these as metadata label s to improve searching assets. These tags or classifications can also be automatically applied
by using the relevant profiler:
Compute Cluster enabled environments

Data Compliance Profiler
VM Based environments

Cluster Sensitivity Profiler

CLOUDZRA
Data Catalog

Atlas Tags

cloudera-catalog-hue-lak.. [ZRanger (2 Atlas

a c

Tag 1 Description Created By Created On
Financial_Settlement Contains sensitive financial information for B2B t 09/05/2025 05:21 PM CEST
Flight Operations Domain 09/04/2025 01:53 PM CEST

Pl Personally Identifiable Information 09/03/2025 04:36 PM CEST

Working with Atlas classifications and labels
Adding attributes to classifications

Creating tag rulesin compute cluster environments
Creating tag rulesin VM based environments

Before you access Cloudera Data Catal og on cloud, you must deploy the service.

Before deploying Cloudera Data Catal og, make sure you have reviewed and compiled with the requirementsin the
installation guide for your environment.

Cloudera Data Catalog is supported on Compute Cluster enabled and V M-based environments. For more information,
see the related documents.

¢ Creating and managing Cloudera deployments
* Register your first environment

«  AWS environments:

e Using Compute clusters
e Enabling default Compute Cluster for an existing environment
e Azure environments:

e Using Compute clusters
e Enabling default Compute Cluster for an existing environment
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To access the Cloudera Data Catal og, you must have the required credentials.
Follow these instructions to provide the required access to the Cloudera Data Catalog users.

Cloudera Data Catalog users must have either an EnvironmentAdmin or EnvironmentUser role assigned for the
specific environment they need to access. For more information, see the related documents.

Note: You must be a PowerUser to launch and delete profilers. However, users without this role can still use
IE the rest of the features of Cloudera Data Catal og.

The PowerUser must provide access to subscribers who plan to use Cloudera Data Catal og, either as an
EnvironmentAdmin or an EnvironmentUser.

Can perform similar actions as EnvironmentUser. Can create Dataset and related actions (Add assets, remove assets, tag
assets, tag asset columns, and few others) for data lakes.

Additionally, in Cloudera Management Console, can perform the Connect to Atlas and Ranger entities for Data L akes for which thereis

following: access.

*  Delete Environments. Search for assets on the search page.

*  Stop Environments. -

«  Upgrade DataLake. Bookmark any dataset (even with no Data L akes or Data Lakes to

which accessis not available).
Access profilers.
Create custom tags.

Launch profilers on a Data Lake from the search page. Ability to
launch the Workload cluster (Must have the Power User role assigned).

Use Filters on the Sear ch page of Cloudera Data Catalog to filter
results.

Launch profilers on a Data Lake from the search page.

Note: Theseroles can be assigned as the following types:
Account roles

An account role grants a user, machine user, or group permissions to access or
perform tasks on all resources within the Cloudera tenant.

Resourceroles

A resource role grants a user, machine user, or group permissions to access or
perform tasks on a specific resource (such as a specific environment or a specific
Cloudera Data Hub cluster).

For more information, see Understanding account roles and resource roles.

Additionally, using Cloudera Manager, you must configure Apache Atlas and Apache Ranger services. Use the
following instructions to compl ete the process.

Account roles
Resource roles

Y ou must have either the EnvironmentAdmin or the EnvironmentUser role access to use Cloudera Data Catal og.
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About this task

Compared to EnvironmentUsers, EnvironmentAdmins can manage environments and Data L akes. For detailed
differences between EnvironmentAdmin and EnvironmentUser roles, see Prerequisites to access Cloudera Data
Catalog. For more information, see the related documents. The following procedure shows how to assign the
EnvironmentAdmin role as a environment resource role. This means that the role will be valid only for a specific
environment.

Procedure
1. From Cloudera Management Console Environments > Select an environment > select the Actions drop-down >
Manage Access.

2. Search for the user who reguires Cloudera Data Catalog access > Select the check-box, either EnvironmentAdmin
or EnvironmentUser > Click Update Roles.

Update Resource Roles for X
C] DFFlowDeveloper ® Grants permission to create and edit draft flows for a given CDP environment.
C] DFFlowUser © Grants permission to view and monitor deployments for a given CDP environment.
C] DFProjectCreator @ Grants permission to create a DataFlow Project within a given CDP environment.
D DWAdmin @ Grahts permission to create, delete, and update Cloudera Data Warehouse clusters for a given CDP

environment.

[:] DWUser © Grants permission to view Cloudera Data Warehouse cluster for a given CDP environment.
EnvironmentAdmin @ Grants all the rights to an environment.

EnvironmentPrivilegedUser

C] o Grants permission to execute privileged Operating System (root user) actions on virtual machines.
C] EnvironmentUser @ Grants permission to set the workload password for the environment.
Grants permission to create and delete Cloudera Machine Learning workspaces for a given CDP
. environment. MLAdmins will also have Site Administrator level access to all the workspaces
(J MLAdmin ®

provisioned using this environment. That is, they can run workloads, monitor, and manage all user
activity on these workspaces.

Grants permission to list Cloudera Machine Learning workspaces for a given CDP environment.

MLBusinessUser X . . . . -
D © MLBusinessUsers will also be able to view shared machine learning applications

Grants permission to list Cloudera Machine Learning workspaces for a given CDP environment.
C] MLUser ©® MLUsers will also be able to run workloads on all the workspaces provisioned using this
environment.

Grants permission to list Cloudera Machine Learning workspaces. This can be used to allow users

MLViewer
D © to browse the workspace list page in the CDP control plane user interface.

S T S S S S S S P S B N S P,

Cancel Update Roles

26


https://docs.cloudera.com/data-catalog/cloud/core-concepts/topics/dc-prereq-to-access-dc.html
https://docs.cloudera.com/data-catalog/cloud/core-concepts/topics/dc-prereq-to-access-dc.html

CDP Public Cloud / Data Catalog

Before you start

O

O 0o 0o oo

(<]

]

Update Resource Roles for .

DFFlowDeveloper @©

DFFlowUser @©

DFProjectCreator @

DWAdmin @

DWUser ©

EnvironmentAdmin @

EnvironmentPrivilegedUser

(0]

EnvironmentUser @

MLAdmin ®

MLBusinessUser ®

MLUser @O

MLViewer ®

Grants permission to create and edit draft flows for a given CDP environment.
Grants permission to view and monitor deployments for a given CDP environment.
Grants permission to create a DataFlow Project within a given CDP environment.

Grants permission to create, delete, and update Cloudera Data Warehouse clusters for a given CDP
environment.

Grants permission to view Cloudera Data Warehouse cluster for a given CDP environment.

Grants all the rights to an environment.
Grants permission to execute privileged Operating System (root user) actions on virtual machines.

Grants permission to set the workload password for the environment.

Grants permission to create and delete Cloudera Machine Learning workspaces for a given CDP
environment. MLAdmins will also have Site Administrator level access to all the workspaces
provisioned using this environment. That is, they can run workloads, monitor, and manage all user
activity on these workspaces.

Grants permission to list Cloudera Machine Learning workspaces for a given CDP environment.
MLBusinessUsers will also be able to view shared machine learning applications

Grants permission to list Cloudera Machine Learning workspaces for a given CDP environment.
MLUsers will also be able to run workloads on all the workspaces provisioned using this
environment.

Grants permission to list Cloudera Machine Learning workspaces. This can be used to allow users
to browse the workspace list page in the CDP control plane user interface.

At e L M ttoa o al o A A st A £ e

Cancel Update Roles

3. Touse Data Sharing in Cloudera Data Catal og, you have to enable the DataShareAdmin role for your Data
Providers. For more information, see Data Sharing in Cloudera Data Catalog overview on page 11.
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Update Resource Roles for Andras Szuromi

O
O

a
@]
@]
O
O
O
O
O
@]

O

4. Navigate back to the Clusters page and select Actions > select Synchronize Users

ApplicationCreator @

DataHubCreator @

DataSteward @

DEAdmin @

DEUser ©

DFAdmin @

DFFlowAdmin @

DFFlowDeveloper ®

DFFlowUser ®

DWAdmin @

DWUser @

EnvironmentAdmin @

EnvironmentPrivilegedUser
0]

Grants permission to create Applications.

Grants permission to create Data Hub clusters in specified environments.

Grants permission to enable Data Sharing of the Data Catalog to external users.

Grants to perform group functions in Ranger and Atlas Admin, start
FreelPA sync and manage ID Broker mappings.

Grants permission to create, delete and administer Cloudera Data Engineering services for a given
CDP environment.

Grants permission to list and use Cloudera Data Engineering services for a given CDP environment.

Grants permission to enable, disable and administer a given CDP environment for Data Flow. This
includes granting and revoking the ability to users to access the Data Flow Kubernetes API server,

Grants permission to create, terminate, administer and monitor deployments for a given CDP
environment

Grants permission to create and edit draft flows for a given CDP environment.

Grants permission to view and monitor for a given CDP

Grants permission to create, delete, and update Cloudera Data Warehouse clusters for a given CDP
environment.

Grants permission to view Cloudera Data Warehouse cluster for a given CDP environment.

Grants all the rights to an environment.

Grants permission to execute privileged Operating System (root user) actions on virtual machines.

Cancel Update Roles

Allow the sync operation to complete and the changes to take effect.

Related Information
Missing authorization for viewing assets

Understanding account roles and resource roles
Managing users and machine usersin Cloudera
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