CDP Public Cloud / Data Catalog

Search

Date published: 2019-11-14
Date modified: 2026-03-31

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© ClouderaInc. 2026. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



CDP Public Cloud / Data Catalog | Contents | iii

S T I 1= SR 4
Sear ching for assets using Atlas gloSSaries..........ccoviieeieeeieesie e see e 7
Using terms in Cloudera Data CatalO0........ccveeiueiuirieriesierieieieeseeesesesestese s stes e seessessesaeseeseesssessessessessessesseses 7
Searching for assets USING IOSSArY tEIMNS.......cc.eciiiieiesesesesesee s e e e e e e e e sre e sresresteseeseeseeneeseeeeneenennens 10
Viewing Data ASset detailS.......ccooeiiiiiin i 10
Supported Data ASSet fIElds fOr ENLITIES........cocoiiiii e e e 12
NaVigation iN ASSEL DELAIIS........coiiiiiie ettt bbbt ettt ebeebe s aesbesbeseeseeeas 13
Creating a classification from ASSEL DELAIIS........c.ciiieieeeieeer e et 15
Creating a classification from SarCh Page...........ooueiririiii et et 18
Additional search OptioNS fOF GSSEL TYPES.....viiuirierierieiee ettt ettt ea e bbb e e eas 18
MBPPING GIOSSANY TEITTIS.......eiuiitiitirtesie ettt eh e bt be bt et e e e e bebese e e eseeae e st ebeebeeaeebeebesbesb e besbeseensenseneeneeneas 21
Navigation support for hive entities Within LINEBOE..........cociiiiiiiiiire e e 25
Adding assets t0 ONE OF MOFE UBLASELS.......cceererertirtirie sttt sttt b ettt see e b e e e e e e e e e e eneebenae e 26
VIeWing Atlas Ntity GUAITS.........coo ittt sbesb e bbb e e et e e e e e enis 29
ViIeWing RANGEr BCCESS AUAITS.......c.ciiriririii ittt sttt sttt b e bt aesbesbesae s b e beseese e s e e e e e e eneenesneaneas 31
VIEWING RANGEN POIICIES......eitiiiiteite ettt ettt sttt et a e he e bt sheebesbesbesbesbese e b e te e e eeneas 32
Accessing tables based on Ranger POIICIES.........ccccvvviveree e 33

Prerequisitesfor accessing Cloudera Data Explorer (Hue) tables and

JALADASES........eeeeee e 34
Accessing Cloudera Data EXplOrer (HUE) @SSELS........ccvcieiereiieieiececese et te e st e e 34
Accessing Cloudera Data Explorer (Hue) tables and databases from the Search page.........ccccoceveveveveceenenee. 36
Accessing Cloudera Data Explorer (Hue) tables and databases from the Asset Details page..........ccoceevevenene. 36

I ntegrating Cloudera Data Catalog with AWS Glue Data Catalog................... 38
Setting up AWS Glue Catalog with Cloudera Data Catal 0g..........covevereereeeriereeenere e 38
WOTKING WITh AWVVS GIUE..... .ottt sttt st e et e e e et e aeebeebesaesbesbeseesnen 42

ACCESSING AWWS GIUB.....ceiitiiteiie ettt ettt sttt s e e e e e e et e h e e h e e et eheebe s bt sbeebe b se et enbeneeneeneeneeneanens 42



CDP Public Cloud / Data Catalog
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Search filters

Usefiltersto refine the overview of all your available assets.

Cloudera recommends selecting your asset Type first because certain asset types enable more filters specific to that

type.

Figure 1: Type filter

Data Lakes

Search by asset name
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Note: The Typefilter can have only one asset type selected at atime, but you can limit the number of

Name

resort

wonders

claim

cost_savings

finance

hortoniabank

marketing

personal_data

test_dss_db

time_dim_db

Type: Hive DB+ ) Owner -

Type

Entity Tag ~

[oH

® Hive DB

(O HBase Column Family
(O HBase Namespace
(O HBase Table

O HDFS Path

(O Hive Column

() Hive Table

tpeds_bin_partitioned_parquet_50

X Clear All

Created On

08/12/2025 06:39 AM CEST

08/12/2025 06:39 AM CEST

08/12/2025 06:33 AM CEST

08/12/2025 06:33 AM CEST

08/12/2025 06:33 AM CEST

08/12/2025 06:33 AM CEST

08/12/2025 06:34 AM CEST

08/12/2025 06:34 AM CEST

08/12/2025 06:37 AM CEST

05/12/2020 06:38 AM CEST

05/11/2020 09:07 AM CEST

C Refresh o Download CSV
Owner
hrt_ga hive
hrt_ga hive
hive hive
hive hive
hive hive
hive hive
hive hive
hive hive
hive
hive
hive

displayed asset types by starting to type in the type name to help finding the type to sel ected.

For example, table assets usually have different column filters.

Figure 2: HBase table time range filter

Data Lakes

Search by asset name

Type

v HBase Table

Figure 3:
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Type

v lceberg Table

v lceberg Table

v Iceberg Table

v Iceberg Table

v lceberg Table
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v Iceberg Table
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Note: Some filters display fewer child filters, as irrelevant ones are hidden when no datais recorded or
synchronized from Atlas.

Y ou can use the following filters:

Type

Select an entity type to view al the assets stored in that type of database.

Azure BLOB

Azure Container
Azure Directory
AWS S3 Bucket
AWS S3 Object

AWS S3 Pseudo Dir
AWS S3 V2 Bucket
AWS S3 V2 Directory
AWS S3 V2 Object
HBase Column Family
HBase Namespace
HBase Table

HDFS path

Hive Column

Hive DB

Hive Table

| ceberg Column

Iceberg Table!

Impala Column Lineage
Impala Process

Impala Process Execution
Kafkatopic

ML Model Build

ML Model Deployment
ML Project

RDBMS Column
RDBMSDB

! | ceberg assets are discoverable in VM-based environments but they can be profiled only in Compute Cluster-
enabled environments.
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 RDBMS Foreign key

* RDBMS Index

- RDBMSTable

e Spark Application

e Spark Column

» Spark Column Lineage
» Spark DB

e Spark ML Directory

e Spark ML Model

* Spark ML Pipeline

e Spark Process

e Spark Process Execution
e Spark Table

Note: After selecting an entity type, further filtersrelated to that type will be
available under the More filter option. For example, selecting the Hive Table type will
enable the Column Tag filter.
Owner
Select the owner to further refine the results.
Entity Tag
Use entity tags to refine your search results. Y ou can add business metadata as entity tagsin Atlas
as classifications, or in the Atlas Tags menu.

Note: When searching for Hive or I ceberg columns based on Owner, Entity Tag or
Glossary Terms, select the asset Type first (Hive Column, Iceberg Column).

Time Range

You can filter your assets by the Created On date, if provided by Atlas, after selecting and asset
Type. Use the calendar widget to select arange and click Apply.

Name Created On Owmer Source

v HBase Table atlas_janus

Glossary Terms

Y ou can filter assets based on business glossary terms. Y ou can search for any asset without any
entity type restrictions.

E Note: Thisfilter appears only if Atlas has glossary terms set up.
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Data Lakes

[2 Atlas 4 Ranger

Type ~ Owner ~  (GlossaryTerms ) CRefresh | & Download CSV

Glossary Terms
Type Name Owner Source Action

v/ HBase Table HR _table HR hbase

(O Department@Human Resources Glossary

O Employee ID@Human Resources Glossary

O Hire Date@Human Resources Glossary

O Job Title@Human Resources Glossary

Click Cancel for any filter to clear the selection or Clear All to reset all your filters.

Use Apache Atlas glossaries to define a common set of search terms that data users across your organization use to
describe their data.

Data can describe awide variety of content: lists of names or text or columns full of numbers. Y ou can use algorithms
to describe data as having a specific pattern, of being within arange or having wide variation, but what’s missing
from these descriptions is what does the data mean in a given business context and what isit used for? Is this column
of integers the count of pallets that entered a warehouse on a given day or number of visitors for each roomin a
conference center?

The glossary is away to organize the context information that your business uses to make sense of your data beyond
what can be figured out just by looking at the content. The glossary holds the terms you’ ve agreed upon across your
organization so business users can use familiar terms to find what they are looking for.

Glossaries enable you to define a hierarchical set of business terms that represents your business domain.

Glossary terms can be thought of as of aflat (but searchable) list of business terms organized by glossaries. Unlike
classifications, terms are not propagated through lineage relationships: the context of the term iswhat’ s important, so
propagation may or may not make sense.

Y ou can search for the datasets using the Glossary Terms filter available on the Sear ch page.

Y ou can use the Asset Details page to add or modify Apache Atlas glossary terms for your selected assets. Y ou can
search these glossary terms by using the search filters.

Use Atlas to define rich glossary vocabularies using the natural terminology (technical terms and/or business terms)
of your industry. Y ou can also create semantic relationships between your terms. Then, in Cloudera Data Catalog, use
the Termswidget in the Asset Details page to map assets to glossary terms.

Y ou can use termsin Cloudera Data Catal og to search for entities, filter them by glossary term(s), and also search for
entities associated with them in Atlas.
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Asset Details

enriched_flight_data

Properties

Type: HIVE TABLE
# of Columns: 9
Data Lake: ~datalake

Datasets: 0

Owner: admin

Created On: Wed Oct 15 2025 18:07:14 GMT+0200 (Centr...
Last Access Time: Wed Oct 15 2025 18:07:14 GMT+0200...
Table Type: EXTERNAL_TABLE

Database: airline_operations

DB Catalog: cm

Parent: airline_operations

Classifications | 3

CIEETD CIZD CEZSD

Asset Details

raw_bookings

Properties

Type: HIVE TABLE
# of Columns: 8
Data Lake: ~datalake
Datasets: 0

Owner: admin

Created On: Wed Oct 15 2025 18:06:51 GMT+0200 (Cent
Last Access Time: Wed Oct 15 2025 18:06:51 GMT+0200...
Table Type: EXTERNAL_TABLE

Database: airline_operations

DB Catalog: em

Parent: airline_operations

Classifications | 3

CIEETED GIID GEZSD

Qualified Name
airline_operations.enriched_flight_data@cm

Comment
Enriched, row-level flight manifest data. Contains PIl. Source for performance aggregation.

Description
A central, enriched table that combines cleaned flight manifest details with aircraft information.
Itis the primary source for detailed, row-level flight analysis.

Terms

@ Managed || @ System | | ® Propagated H

Qualified Name
airline_operations.raw_bookings@cm

Comment
Primary ingestion table for raw flight booking data. Source for the stg_flight_manifests cleaning
process.

Description
This table is the primary ingestion point for all new flight booking data. It holds records in their
original, unaltered state before any cleaning or transformation.

@ Managed || @ System || @ Propagated Terms | 5

Profilers | 2

Profiler
Last run: 10/17/2025, 3:52:31 PM (UTC) | Status: SUCCESS
Next Schedule Run: 10/20/2025, 3:50:00 PM (UTC)

Profiler
Last run: 10/17/2025, 3:51:50 PM (UTC) | Status: SUCCESS
Next Schedule Run: 10/20/2025, 3:50:00 PM (UTC)

Profilers | 2

Profiler
Lastrun: 10/17/2025,3:51:51 PM (UTC) ' Status: SUCCESS
Next Schedule Run: 10/20/2025, 3:50:00 PM (UTC)

Profiler
Lastrun: 10/17/2025,3:51:32 PM (UTC) | Status: SUCCESS
Next Schedule Run: 10/20/2025, 3:50:00 PM (UTC)

(_Flight Manifest@Airline Operations Glo...

) (ATA Codeg@Airline Operations Glo.

)+3

Figure 4: Editing glossary terms of an asset

[2 Atlas

© Run

© Run

2 Atlas

© Run

© Run

Edit
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Asset Details Terms | 4 X

raw_bookings

(Flight Manifest@Airline Operations Glossary

C y ine Operations Glossary
Properties ((Passenger Name Record@Airline Operations Glossary O( Flight Route@Airline Operations Glossary
Type: HIVETABLE Qualified Name
# of Columns: 8 airline_operations.raw_bookings@cm
Data Lake: datalake
Datasets: 0 Comimam ) ) ]
p—— i:;r::sri ingestion table for raw flight booking data. Source for the stg_flight_
Created On: Wed Oct 15 2025 18:06:51 GMT+0200 (Centr... :
Last Access Time: Wed Oct 15 2025 18:06:51 GMT+0200... Description
Table Type: EXTERNAL_TABLE This table is the primary ingestion point for all new flight booking data. It holc
By oD original, unaltered state before any cleaning o transformation.
DB Catalog: cm
Parent: airline_operations
Classifications | 3 @ Managed | @ System | [ @ Propagated H Terms | 4
Overview  Schema  MetadataAudits  Policy  Access Audits Q it

(1ATA Code@Airline Operations Glossary

Lineage = Filter By: Depth: 3 v Process Node: Hide v
stg_flight_manife...
/warehouse/tables... raw_bookings
Cancel
CLovI A
@ Data Catalog Search
Dashboard Discover data x
Goorlh Discover assets across multiple data lakes. Find tags or assets in your data lake using Hive assets, attribute facets, or free text
. How to search for Asset [2
Data Lakes
@ - (2 Atlas [ Ranger
1 by asset na Type ~  (Owner v (EntiyTag v | | GlossayTerms v = X Clear All G Refresh & Download CSV
Type Name Created On Owner Source Action
v HBase Namespace default 01/15/2026 03:23 PM CET atlas hbase H
v  HBase Table atlas_janus 01/15/2026 03:23 PM CET atlas hbase
v Hive DB default 01/15/2026 03:25 PM CET public hive H
v HiveDB aircraft_db 01/22/2026 11:08 AM CET hive hive H
Edit 2 S
v Hive DB airline_operations /2026 05:10 PM CET admin hive  [Eoe
v lceberg Table stg_flight_manifests 026 05:11 PM CET admin iceberg
v Iceberg Table enriched_flight_data 01/20/2026 05:11 PM CET admin iceberg H
v lceberg Table airlines12345 12026 11:09 AM CET hive iceberg H
v Iceberg Table dim_aircraft 01/20/2026 05:10 PM CET admin iceberg
@ Hel v/ lceberg Table airlines_new 01/20/2026 05:10 PM CET admin iceberg H
@ Help
o v Iceberg Table agg_route_performance 01/20/2026 05:11 PM CET admin iceberg
~ HDFS Path /warehouse/tablespace/external/hive 01/15/2026 03:28 PM CET NA- hdfs H
<. HnEQBath iwarshnica tahlasnanalavtarmal/hiva/airling. anaratinns dhiaidinas  N1/90/2076 110 DA CET. e hette : 4

Glossaries overview

Creating glossaries

Creating terms

Searching for assets using Atlas glossaries
Search filters
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Y ou can search for the datasets using the Glossary Terms filter available on the Search page.

Note: The option for searching based on Glossary terms appears only if there are terms available in Apache

Atlas.

1. Goto Search.
2. Select your Data Lake.

3. Click the Glossary Terms drop-down and selected the term to be searched.

Search

Discover data
@ Discover assets across multiple data lakes. Find tags or assets in your data lake using Hive assets, attribute facets, or free text.

How to search for Asset [2

Data Lakes

‘ = cloudera-catalog-lake ~

Type ~

Type
v/ HBase Table

v HBase Namespace

Glossaries overview
Creating glossaries
Creating terms

Owner ~  ((Glossary Terms =)

Glossary Terms
Name

3:20 PM CEST

O budget carrier@Airline-category
3:20 PM CEST

Searching for assets using Atlas glossaries

Search filters

Owner

atlas

atlas

X
L3
12 Atlas [2 Ranger
C Refresh & Download CSV

Source Action

hbase

hbase

Use the Asset Details menu to learn about the specifics of your asset including its relation to other asset, metadata and

access updates related to it or Apache Ranger policies affecting it.

To access the Asset Details menu, click an asset in the Search menu. This brings you to the Overview tab.
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Asset Details

Properties
Type: HIVE TABLE yualified Name
# of Columns: 8 airline_operations.raw_bookings@cm
D ake: datalake
Jatasets: 0 Comment
Jner: admin Primary ingestion table for raw flight booking data. Source for the stg_flight_manifests cleaning
S LY process.
On: Wed Oct 15 2025 18:06:57 GMT+0200 (Centr...
ss Time: Wed Oct 15 2025 18:06:51 GMT+0200... scription

e: EXTERNAL_TABLE

airline_operations

This table is the primary ingestion point for all new flight booking data. It holds records in their
original, unaltered state before any cleaning or transformation.

g: em

>arent: airline_operations

Profilers | 2

Profiler
astrun: 10/17/2025,3:51:51 PM (UTC) | Status: SUCCESS © Run
Schedule Run: 10/20/2025, 3:50:00 PM (UTC)

Profiler
astrun: 10/17/2025,3:51:32 PM (UTC) | Status: SUCCESS © Run
Schedule Run: 10/20/2025, 3:50:00 PM (UTC)

Classifications | 3 @ Managed | | @ System Propagated Terms | 4
O Fight operat.. X@)raw  X€) corr_.. J (Flight Manifest@Airline Operations Glo... +3

Overview Schema Metadata Audits Policy Access Audits

Lineage = Filter By: Depth: 3 v Process Node: Hide v

stg_flight_manife...

/warehouse/tables...

o

raw_bookings

agg_route_perform...

enriched_flight_d...

a:a:

flight_summary_co...

e

e Properties:

e Type

¢ Number of columns
» DatalLake

e Owner

¢ Created On date

¢ Modified Time

« Namespace GUID (HBase entity specific)
e Last AccessTime

e TableType

- DB Catalog

e Parent

e Qualified Name
e Comment

IS Note: Thisfieldisavailable for Hive tables and columns and | ceberg tables and columns.

e Description

» Profilers: Thelist of available on-demand profilers and details of the last run.

e Classificationsand Terms: Thelist of assigned metadata.

« Overview: Showsthe chain of custody for the data from relevant metadata repositories such as Apache Atlas.
Lineage overview shows both upstream paths (lineage) into and downstream paths (impact) out of a given asset.

« Schema: Displays the schema of the data asset for structured data (such as Hive tables) from the relevant metadata

repositories (such as Atlas).
* Metadata Audits; Showsthe list of metadata changes.

« Policy: Shows security (authorization) policies defined on assets such as those present in Apache Ranger. It
includes both resource (physical asset based) as well as classification based policies. This helps you understand

11
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Viewing Data Asset details

how data access is secured and protected: what users can see what data (or metadata) under what conditions
(security policies, data protection, and anonymization).
* Access Audits: Shows the most recent access audits from Apache Ranger.

Supported Data Asset fields for entities

The Asset Details menu displays all the Apache Atlas metadata associated with a particular data asset.

Supported fields

The following matrix captures the supported fields for different asset types:

Lineage
Yes

Tagging
Yes

Access
Metrics

Schema

Metadata and
Access Audits

Atlas Punch out
Yes

aws_S3 bucket Not Not Supported | Not Supported | Not Supported
Supported
aws S3 Object Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported
aws S3_pseudo_dir Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported
aws s3 v2_object Yes Yes Not Not Supported | Not Supported | Yes Yes
Supported
aws s3 v2 directory Yes Yes Not Not Supported | Not Supported | Yes Yes
Supported
aws s3 v2_bucket Yes Yes Not Not Supported | Not Supported | Yes Yes
Supported
adls gen2_directory Yes Yes Not Not Supported | Not Supported | Yes Yes
Supported
adls gen2_blob Yes Yes Not Not Supported | Not Supported | Yes Yes
Supported
adls_gen2_container Yes Yes Not Not Supported | Not Supported | Yes Yes
Supported
Hive DB Not Yes Not Not Supported | Yes Yes Yes
Supported Supported
Hive Table Yes Yes Yes Yes Yes Yes Yes
Hive Column Yes Yes Not Not Supported | Yes Yes Yes
Supported
Hbase Namespace Yes Yes Not Not Supported | Yes Yes Yes
Supported
Hbase Table Yes Yes Not Yes Yes Yes Yes
Supported
Hbase Column Family Yes Yes Not Not Supported | Yes Yes Yes
Supported
Iceberg Table? Yes Yes Yes Yes Yes Yes Yes
Iceberg Column Yes Yes Yes Not supported | Yes Yes Yes
impala_process Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

2 | ceberg assets are discoverable in VM-based environments but they can be profiled only in Compute Cluster enabled

environments.

12
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Asset Type Lineage Tagging Access Schema Policy Metadata and | Atlas Punch out
Metrics Access Audits

impala_column_lineage Not Not Supported | Not Supported | Not Supported
Supported

impala_process_execution | Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

ML_Project Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

ML_Model_Build Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

ML_Model_Deploy Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

rdbms_db Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

rdbms_column Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

rdbms_foreign_key Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

rdbms_index Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

rdbms_instance Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

rdbms_table Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

spark_process Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

spark_application Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

spark_column Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

spark_column_lineage Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

spark_db Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

spark_ml_directory Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

spark_ml_model Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

spark_ml_pipeline Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

spark_process_execution Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

spark_table Yes Yes Not Not Supported | Not Supported | Not Supported | Yes
Supported

Navigation in Asset Details
A generic Assets Details page is available for container data types like buckets and databases.

The Content tab (similar to the Schema tab) lists all the contents of the selected entity. Clicking on any element
available in the Content tab navigates you to the Asset Details page.
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Asset Details

airline_operations 2 Atlas

Properties

Qualified Name

~datalake airline_operations@cm

Description
This s the primary database for the end-to-end airline operations data pipeline. It contains all related tables, from raw data ingestion (raw_bookings)
through cleansing and enrichment (enriched_flight_data) to the final, certified business intellig ...

Classifications | 14 ® Managed | | ® System | | @ Propagated H Terms | 9

I G G I Mana... I G I o Load Factor@Arline Operations Glo... ) ((IATA Code@Airline Operations Glo... ) +7

Content Metadata Audits Policy Access Audits

Type Name Location Created On Owner Source
hive_table agg_route_performance Jairline_ ions.agg_route_perforr Wed Oct 15 2025 admin hive
hive_table airlines_new /airline_operations.airlines_new@cm Wed Oct 15 2025 admin hive
hive_table dim_aircraft /airline_operations.dim_aircraft@cm Wed Oct 15 2025 admin hive
hive_table enriched_flight_data /airline_operations.enriched_flight_data@cm Wed Oct 15 2025 admin hive
hive_table flight_summary_complex /airline_ ions. flight_summary_ Mon Oct 20 2025 admin hive
hive_table raw_bookings /airline_operations.raw_bookings@cm Wed Oct 15 2025 admin hive
hive_table route_performance_archive_hive /airline_operations.route_performance_archive_hive@cm Wed Oct 15 2025 admin hive
hive_table stg_flight_manifests /airline_operations.stg_flight_manifests@cm Wed Oct 15 2025 admin hive

For example, for adatabase entity having alist of tables, clicking on any listed table navigates to the Asset Details
page of the same table. This page helps you understand the parent-child relationship between related assets. The
Contentstab displays entities that are contained within assets of container entity types. The entities in the table of
Contentstab are clickable, which will allow you to navigate to the Asset Details page of these contained assets.

In these contained assets, the Parent row in the Properties panel alows you to go one level up in the hierarchy to
the container element. In certain elements, such as Hive tables or | ceberg tables, the Schema tab contains further
elements whose hame can be clicked to open individual contained elements.
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Asset Details

persons 1z Atlas

Properties Profilers | 2

Type: HIVE TABLE Qualified Name Cluster Sensitivity Profiler

Data Lake: dc-pro-h8f2uu personal_data.persons@cm Lastrun: Last Monday at 12:09 PM | Status: SUCCESS © Run

Datasets: 3 Next Schedule Run: NA, Asset is not part of Allowed List

Owner: hive Comment

Created On: Mon Jun 17 2024 10:00:53 GMT+0200 (Cent... + Add Comment

Last Access Time: Mon Jun 17 2024 10:00:53 GMT+020... Hive Column Profiler

Table Type: EXTERNAL_TABLE Description Lastrun: | Status: NA © Run

Database: personal_data + Add Description Next Schedule Run: NA, Profiler is Disabled.

DB Catalog: cm

Paren: petsonahdata

Asset Type : HIVE TABLEHIVE DB
Classifications @ Managed || @ System | | @ Propagated Terms
+ Add Classification + Add Terms
Overview Metadata Audits Policy Access Audits
Q Search Column # Edit ~

Chart Type Name Type Unique Values * Null Values Max Min Mean Comment Classifications Terms
string
string
i I

The following table lists the entity types, their parent, and contents.

Type Parent Content

Hive DB - Hive Table, Iceberg Table
Hive Table, Iceberg Table® Hive DB Hive column, Iceberg column
HBase Namespace - HBase Table

ML Project - ML Model Build

ML Model Build ML Project ML Model Deployment
AWS S3 Bucket - AWS S3 Pseudo Dir

AWS S3 Pseudo Dir AWS S3 Bucket AWS S3 Object

RDBMS Instance - RDBMS DB

RDBMSDB RDBMS Instance RDBMS Table

Creating a classification from Asset Details
You can create and add Atlas classificationsin in multiple placesto |abel data assets, which simplifies data discovery
and helpsin consistently applying governance policies like security and access control in Apache Ranger.

Procedure

1. Go tothe Asset Details page of an asset.

3 | ceberg assets are discoverable in VM-based environments but they can be profiled only in Compute Cluster enabled
environments.
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Data Lakes
flight Type ~ Owner ~ Entity Tag ~
Type Name Created On
\  Hive Table ﬂigl]t:v 08/25/2025 11:57 AM CEST
flight

Click Add Classificationor *

CLOUDZRA

Data Catalog Asset Details

test_as_dev

Properties

HIVE TABLE
151 4

[ Profil Dat 0
hive

& Atlas Tags

08/27/2024 02:12 PM CEST
08/27/2024 02:12 PM CEST
MANAGED_TABLE
Database: default
DB om

1t default

Classifications

+ Add Classification

3. Search for aprevioudly created classification or create a new one.

alified Nam
default test_as_dev@cm

Test comment by developer

Thisis a testasset.

@ System

Propagatpd

icon by an asset, then select Edit.

Edit gy

Terms | 1

[2 Atlas [% Ranger

C Refresh 4 Download CSV
Owner Source Action
hrt_1 hive

2 Atlas
Profilers | 2
Cluster Sensitivity Profiler
n: 08/29/2024 03:22 PM CEST s SUCCESS © Run
edul 08/31/2024 04:20 PM CEST
Hive Column Profiler
© Run

n: 08/30/2024 08:01 AM CEST | Status
il 08/31/2024 02:00 PM CEST

SUCCESS

(" Atlas-glossary-term-for-vi@Glossary-f.
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Asset Details

flight

Properties

Type: HIVE TABLE
# of Columns: 4

Data Lake:

Datasets: 0

Owner: hrt_1

Created On: 08/25/2025 11:57 AM CEST
Last Updated At: 08/25/2025 12:01 PM CEST
Table Type: MANAGED_TABLE

Database: airline

DB Catalog: cm

Parent: airline

Classifications | 1

) )

Overview Schema Metadata Audits

Qualified Name
airline flight@cm

Comment

+ Add Comment

Description

+ Add Description

(@ Managed | (@ System | (@ Propagated H Terms

+ Add Ter

Policy Access Audits

Lineage == Filter By: Depth: 3 v

Process Node: Hide v

Figure 7: Searching for an Atlas classification

Asset Details
flight

Properties

Type: HIVETABLE
# of Columns: 4

Data Lake:

Datasets: 0

Owner: hrt_1

Created On: 08/25/2025 11:57 AM CEST
Last Updated At: 08/25/2025 12:01 PM CEST
Table Type: MANAGED_TABLE

Database: airline

DB Catalog: cm

Parent: airline

Classifications | 1

| ———)

Overview Schema Metadata Audits

Qualified Name
airline.flight@cm

Comment

+ Add Comment

Description

+ Add Description

[ ® Managed | (@ System | [ @ Propagated | & Terms

+ Add Ter

Policy Access Audits

Lineage = Filter By: Depth: 3 v

Process Node: Hide v

4. Click Saveto finalize your changes.

Classifications | 1

Create Classification

Name

imported_merger_2025

Description

The asset is imported from acquired company.

Select classification to inherit attributes. (Optional)

Attributes (Optional)

AN nad an

Cancel

Classifications | 1

[©XE imported_merger 2025

Cancel

X

@ Managed @ System @ Propagated

X

@ Managed @ System @ Propagated

| Create
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Apache Atlas metadata attributes

Working with Atlas classifications and |abels
Creating classifications

Tag-based Services and Policies

Atlas classifications drive Ranger policies
Atlas tag management

Creating a classification from Search page

Y ou can create and add Atlas classificationsin in multiple placesto label data assets, which simplifies data discovery
and helpsin consistently applying governance policies like security and access control in Apache Ranger.

1. Goto the Search page.

Clickthe * icon by an asset, then select Edit Classifications.

CLOUDZRA
Data Catalog

Search

d Discover data X
@ Discover assets across multiple data lakes. Find tags or assets in your data lake using Hive assets, attribute facets, or free text.

How to search for Asset [2

i () The profiler cluster is provisioned. X
Data Lakes

‘ - (2 Atlas {2 Ranger

Type ~  Owner ~ EntityTag v  Glossary Terms ~ C Refresh & Download CSV W Delete Profiler

Type Name Created On Owner Source Action

v Hive Table test_as_dev 08/27/2024 02:12 PM CEST hive hive

Edit c\asmhcauons{W
v Hive DB default NA- public hive Edit Terms

3. Search for aprevioudly created classification or create a new one.
4. Click Saveto finalize your changes.

Apache Atlas metadata attributes

Working with Atlas classifications and labels
Creating classifications

Tag-based Services and Policies

Atlas classifications drive Ranger policies
Atlas tag management

Creating a classification from Asset Details

Using Cloudera Data Catal og, you can add or edit asset description values to search for data assets across both
Cloudera Data Catalog and Apache Atlas services by using the asset content. These values can be searched.

In the Asset Details page for each asset type that you select, you can add or edit comment or description fields.
Including these values for the selected asset helps you to identify your chosen asset.
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Using the same set of values (comment or description), you can aso search for the asset typesin Atlas.

IE Note: The comment and description options are supported only for Hive table and Hive Column assets. For

other asset types, only the description option is supported.

Data Catalog ' Asset Details

WW_customers

Properties

Type: HIVE TABLE
# of Columns: 40
Data Lake
Datasets: 0
Owner: hive

Created On: Tue Mar 09 2021 10:48:45 GMT+0530 (India Stand...
Last Access Time: Tue Mar 09 2021 10:48:45 GMT+0530 (Indi...

Table Type: EXTERNAL_TABLE
Database: hortoniabank

DB Catalog:

Parent: hortoniabank

Qualified Name
hortoniabank.ww_customers@cm

Comment
4+ Add Comment

Description
<+ Add Description

Profilers | 2

Cluster Sensitivity Profiler
Lastrun: 8hoursago Status: SUCCESS
Next Schedule Run: Thursday at 11:50 AM

Hive Column Profiler
Lastrun: 8 hoursago ' Status: SUCCESS
Next Schedule Run: Tomorrow at 5:30 PM

click ¥ Add commentor ¥ Add Description fields to include the respective values.

Data Catalog = Asset Details

ww_customers

Properties

Type: HIVE TABLE
# of Columns: 40
Data Lake:
Datasets: 0
Owner: hive

Created On: Tue Mar 09 2021 10:48:45 GMT+0530 (India Stand...
Last Access Time: Tue Mar 09 2021 10:48:45 GMT+0530 (Indi...

Table Type: EXTERNAL_TABLE
Database: hortoniabank

DB Catalog:

Parent: hortoniabank

Click Save to save your changes.

Data Catalog ' Asset Details

Qualified Name
hortoniabank.ww_customers@cm

Comment

passport_number

Description

visa_number

set details were updated successfully.

ww_customers

Properties

Type: HIVE TABLE
# of Columns: 40
Data Lake:
Datasets: 0
Owner: hive

Created On: Tue Mar 09 2021 10:48:45 GMT+0530 (India Stand...
Last Access Time: Tue Mar 09 2021 10:48:45 GMT+0530 (Indi...

Table Type: EXTERNAL_TABLE
Database: hortoniabank

DB Catalog:

Parent: hortoniabank

K

Qualified Name
hortoniabank.ww_customers@cm

Comment
passport_number

Description
visa_number

Note: You can aso edit the aready saved valued by clicking the

Profilers | 2

Cluster Sensitivity Profiler
Lastrun: 9 hours ago = Status: SUCCESS
Next Schedule Run: Thursday at 11:50 AM

Hive Column Profiler
Lastrun: 8 hours ago = Status: SUCCESS
Next Schedule Run: Tomorrow at 5:30 PM

Profilers | 2

Cluster Sensitivity Profiler
Lastrun: 9 hours ago = Status: SUCCESS
Next Schedule Run: Thursday at 11:50 AM

Hive Column Profiler
Lastrun: 8 hours ago = Status: SUCCESS
Next Schedule Run: Tomorrow at 5:30 PM

icon.

Clicking on the Atlas button will navigate to the corresponding Atlas asset page as shown:

 Atlas H

© Run

© Run

 Atlas i

© Run

© Run

 Atlas

© Run

© Run
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ww_customers (hive_table)

Classifications: ‘T

Terms: B

Properties Lineage Relationships Classifications Audits Schema

w Technical properties > User-defined properties
columns (40) - o

title > Labels

givenname

middleinitial

> Business Metadata
lcomment passponfnumberl

createTime 03/09/2021 10:48:45 AM (IST)
db hortoniabank
dcProfiledData

{

samplePercent: "100.0",

rowCount: 50000,

[description visa,number]

(=)

(]

Switch to Beta Ul

The values of the Comment or Description fields can be searched in the Sear ch menu. The result page displaysthe
assets where you added your comments and descriptions without the use of filters.

CLOUDZRA

Data Catalog Search
i Dashboard Discover data X
Q search @ Discover assets across multiple data lakes. Find tags or assets in your data lake using Hive assets, attribute facets, or free text
B Dataset How to search for Asset (2
‘ @ The profiler cluster is provisioned x

Data Lakes
s de- -
Test comment by develof Type v | (Owner v | (EnityTag v [ GlossaryTerms ~ C Refresh
Type Name Created On Owner
Vv Hive Table test_as_dev 08/27/2024 02:12 PM CEST hive

Clicking on the asset type displays the comment and description values.

2 Atas || (% Ranger

& Download CSV W Delete Profiler

Source Action

hive
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CLOUD=RA
Data Catalog

Asset Details

test_as_dev 2 Atlas
Properties H Profilers | 2
HIVETABLE Jalifiec Cluster Sensitivity Profiler
;4 default test_as_dev@cm in: 08/27/2024 02:22 PM CEST SUCCESS © Run
de-qe-edi-env-v1 1 08/29/2024 03:20 PM CEST
[& Profilers 0 m
o hive Test comment by developer
08/27/2024 02:12 PM CEST ; Hive Column Profiler
08/27/2024 02:12 PM CEST This s a test asset. in: 08/27/2024 08:01 PM CEST SUCCESS © Run
MANAGED_TABLE 08/29/2024 02:00 AM CEST
default
em
default
Classifications ® Managed | @ System Propagated H Terms |1
+ Add Classification (Atlas-glossary-term-for-v1 @Glossary-f.

Overview  Schema  Metadata Audits ~ Policy  Access Audits

No lineage data found

Cloudera Data Catalog synchronizes the glossary terms that are created in Apache Atlas. These can be seen in Search
and Asset Details.

Y ou can search for Atlas glossary termsin Sear ch and map specific terms with assetsin Asset Details. You can
also search for terms to delete them from the selected asset. The selected asset displays the total number of terms
associated or mapped accordingly.

When you map a specific term for your dataset, the term is displayed in the following format:

<t er mmanme>@l ossar ynane>

Search
Discover data X
@ Discover assets across multiple data lakes. Find tags or assets in your data lake using Hive assets, attribute facets, or free text. N
How to search for Asset [2
Data Lakes
s cloudera-catalog-lake v [Z Atlas [2 Ranger
n Type v Owner ~  (GlossaryTerms = ) C Refresh < Download CSV
Glossary Terms
Type Name Owner Source Action
Vv HBase Table 3:20 PM CEST atlas hbase
O budget carrier@Airline-category
v HBase Namespace 3:20 PM CEST atlas hbase
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Terms X

Q budget carrier

I @ ((budget carrier@Airline-category I

You can use theicon in the Terms widget on the Asset Details page to add new terms for your assets. Click Save to
save the changes.

Figure 10: Mapping terms in Asset Details
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Asset Details

airlines_new

Properties

Type: ICEBERG TABLE

# of Columns: 9

Data Lake: cloudera-catalog-hue-lake-4
Datasets: 1

Owner.

Created On: 09/05/2025 03:09 PM CEST
Last Updated At: 09/05/2025 05:22 PM CEST
Table Type: EXTERNAL_TABLE

Database: airline_operations

DB Catalog: cm

Parent: airline_operations

Qualified Name
airline_operations.airlines_new@cm

Comment
Master table of airline partners. Contains operational, alliance, and confident
settlement data.

Description

This is a master reference table containing a directory of airline partners and
attributes. The table includes operational details like IATA codes and alliance
as sensitive financial settlement information such as SWI ...

Classifications | 1 @ Managed | | @ System | | ® Propagated H Terms |1
Overview Schema Metadata Audits Policy Access Audits
Lineage = Filter By: Depth:3 v  Process Node: Hide v

CLOUDZRA
@ Data Catalog Asset Details

Properties

HBASE COLUMN FAMILY
de-qe-edl-env-v2
rer: atlas
NA-
t -NA-
atlas
atlas
s ACTIVE

Classifications

+ Add Classification

Overview  Metadata Audits

> C
@ Help
(]

airlir

airlines_new

Terms |1

(1ATA Airport Code@Airline Operations Glossary

Q Airline
@ (ai

ne Alliance@Airline Operations Glossary )

Operations Glossary

@@( Personally
@ (Passeng

Name Glossary )

@ (Load Factor@Airline Operations Glossary )

« (IATA Airport Code@Airline Operations Glossary )

Cancel

(@ Successfully updated the glossary terms for the asset x

defaultatlas_janus.e@cm

® Managed | (@ System

Policy  Access Audits

Terms |1

S,
((First Atlas Glossary term@Test Glo,

No lineage data found

2 Atlas

Y ou can search for the same asset in the corresponding Atlas environment as shown in the example image.
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Apache

W CLASSIFICATION &

Advanced @

_ALL_ENTITY_TYPES

< BackTo

data
Results a

data (hive_table)

Classifications: ‘.Nam venenatis elit et ultrices sollicitudin % H Proin dictum mauris velit K.H.dp xH dp_email x‘H‘dp_ukpassponnumber x'\ |:|

Terms: | New term for corporate finance % HAummated Teller Machine (ATM) X H Gross Profit % ‘ | + |

Select Classification " Properties Lineage Relationships Classifications Audits Schema

When you select a Hive table asset and navigate to the Asset Details page, under the Schema tab, you can view the
list of terms associated with the asset.

Overview Schema

Q search column

Chart Type

v e

v il
vl
v ¢
v @
v ¢
VoLl
VoL

* Approximate values as being

Name

flight_id_raw

passenger_name_raw

seat_assignment_raw

aircraft_model_raw

origin_airport_raw

destination_airport_raw

age_raw

ticket_price_usd_raw

Metadata Audits Policy Access Audits

2 Edit ~
Type Unique Values * Null Values  Max Min  Mean Comment Classifications Terms
string 10 0
string 14 0
string 14 0
string 6 0
string 4 0
string 8 0

int 14 0 62 25 3843  Passengerage. Pll data subjectto .. (3 Tl +1 Personally Identifia... +1
decimal(10,2) 12 0 1450 855 536.96 Total ticket fare in USD. Confident .. (@ Jur i +2

omputed using HLL algorithm.

Y ou can add or update the terms for the associated datasets by clicking the Edit button.

Overview Schema

Q search column

Chart Type
v e
v
v Ll
v e
v e
v e
v Ll
v Ll

Name

flight_id_raw

passenger_name_raw

seat_assignment_raw

aircraft_model_raw

origin_airport_raw

destination_airport_raw

age_raw

ticket_price_usd_raw

Metadata Audits Policy Access Audits

Terms
Type Unique Values * Null Values  Max Min  Mean Comment Classifications Terms -
Classifications
string 10 0
string 14 0
string 14 0
string 6 0
string 4 0
string 8 0

int 14 0 62 25 3843  Passengerage. Pl data subjectto ... (YD +1 Personally Identifia... +1
decimal(102) 12 0 1450 855 53696 Total ticket fare in USD. Confident .. (@YD +2 Passenger Fare@Airline ..

* Approximate values as being computed using HLL algorithm.

Related Information
Glossaries overview
Creating glossaries
Creating terms
Searching for assets using Atlas glossaries
Search filters
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The Lineage in the Overview tab shows the chain of custody for the data from relevant metadata repositories such as
Apache Atlas. Lineage overview shows both upstream paths (lineage) into and downstream paths (impact) out of a
given asset.

When you click a Hive entity within alineage, the Asset Details page of the selected Hive entity isdisplayed. In the
Overview tab, you can change the detail level of the lineage with the Depth drop-down and Show Process:

Asset Details

s 4 airline_operations.route_performance_archive_hive@cm
t cloudera-catalog-hue-lake-4 L3
S 0
+ Add Comment
09/02/2025 05:59 PM CEST
09/02/2025 05:59 PM CEST
EXTERNAL_TABLE
airline_operations
atal cm
airline_operations

+ Add Description

Classifications ® Managed | | @ System Propagated H Terms

+ Add Classification + Add Terms
Overview Schema Metadata Audits Policy Access Audits

Lineage = Filter By: Depth: 3 v Process Node: Hide v ‘

e ' o

enriched_flight_d...

route_performance...

00
(-

stg_flight_manife. enriched_flight_d. route_performance.

&
agg_route_perform.

dim_aircraft afg_route_perform...

— Impact = Replication O Current Entity

* Theenriched_flight_datatable (1) is created by joining the following source tables:

< airline_operations.stg_flight_manifests@cm (3): Thisisthe main source of transactional data.

« airline_operations.dim_aircraft@cm (4): Thisisadimension or lookup table. It provides supplemental
information.

s3a: // eng- sdx- weekl y- ge/ cl ouder a- cat al og- hue-| ake- 4/ 7c002e988b2048f 3b719
7c5125694e7e/ st or age/ war ehouse/ t abl espace/ ext ernal / hi ve/airline_operatio
ns. db/ enriched flight data/ @m

(5) isthe physical path for storing airline_operations.stg_flight_manifests@cm and airline_operations.dim_aircr
aft@cm.

« airline_operations.agg_route _performance@cm (7) is table created from aggregated some items from enriched_fli
ght_data with an additional query.

s3a: // eng- sdx- weekl y- ge/ cl ouder a- cat al og- hue-| ake- 4/ 7c002e988b2048f 3b719
7c5125694e7e/ st or age/ war ehouse/ t abl espace/ ext ernal / hive/airline_operatio
ns. db/ agg_rout e_performance/ @m

(6) isthe physical path for storing airline_operations.agg_route_performance@cm.

« airline_operations.route_performance_archive_hive@cm (8) isadirect copy of the aggregation table, intended for
historical record-keeping in this example.
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Alternatively, if you do not want to navigate away from the current page and want to view the information with

The screenshot depicts the slider information for the clicked entity:

Asset Details
Properties

Type: AWS S3 V2 DIRECTORY
Data Lake: cloudera-catalog-hue-lake-4
Owner: -NA-

Created On: 09/02/2025 05:58 PM CEST
Last Updated At: N/A

Created By: hive

Updated By: hive

Status: ACTIVE

Parent: airline_operations.db

Classifications
+ Add Classification
Metadata Audits

Overview Content

respect to any entity, hover on the entity and click the information icon to view the details.
Qualified Name
s3a://eng-sd kly-ge/clouds log-hue-lake-4/ b7197¢5125694¢ g nal/hiv
e/airline_operations.db/enriched_flight_data/@cm
Description
+ Add Description
@ Managed || @ System || @ Propagated Terms
+ Add Terms
Process Node: Show ~ & QuERV:airline_operations.enriched_flight_data@cm:175682870500... x

Lineage = Filter By: Depth: 3 v

enriched_flight_d...

e

airline_operation...

— Impact = Replication O Cu

Guid: a05086fe-4235-4b09-bf8f-aba225efb42c

Type Name: hive_process

Classifications(0)

Owner: -NA-

Qualified Name: QUERY:airline_operations.enriched_flight_data@cm:17568
28705000~
>INSERT_OVERWRITE:airline_operations.agg_route_perfor
mance@cm:1756828730000

Created On: Tue Sep 02 2025 17:59:01 GMT+0200 (Central European
Summer Time)

Last Updated At: -NA-

Created By:

This field shows the Hive operation writing data from airline_operations.enriched_flight_data@cm to the airline_oper
ations.agg_route_performance@cm table.

Adding assets to one or more datasets

On the Asset Details screen, users are provided with an option to add the asset to a dataset for easier management and

searching.
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Asset Details

stg_flight_manifests Gatas i
Add to Dataset@
Properties i Profilers | 2
Type: ICEBERG TABLE Qualified Name Data Compliance Profiler
# of Columns: 6 airline_operations.stg_flight_manifests@cm Last run: N/A | Status: -NA- © Run
Data Lake: cloudera-catalog-hue-lake-4 Next Schedule Run: 09/06/2025 02:00 AM CEST

Comment
Transient staging table for cleaned flight booking data from raw_bookings. Contents are

Datasets: 1

Owner overwritten daily. Source for the data enrichment process.

Created On: 09/02/2025 05:58 PM CEST Statistics Collector Profiler

Last Updated At: 09/04/2025 11:53 AM CEST Description Lastrun: N/A | Status: -NA- © Run
Table Type: EXTERNAL_TABLE This s a transient staging table that holds the cleaned version of raw flight booking records Next Schedule Run: 09/05/2025 12:45 PM CEST

Database: airline_operations from the raw_bookings table. Its primary purpose is to act as an intermediate step in the data

DB Catalog: cm pipeline. The only transformation applied at this stage is ...

Parent: airline_operations

Classifications @ Managed | | @ System || @ Propagated H Terms

+ Add Classification + Add Terms

Overview Schema Metadata Audits Policy Access Audits

Lineage = Filter By: Depth: 3 v Process Node: Hide v

+
1
R,
N

stg_flight_manife...

raw_bookings raw_bookings

The Add to Dataset pane provides an option to add the asset into one or more existing datasets or even create a new
one.

Datasets that already contain the asset are disabled and marked as checked. Datasets which are currently in edit state
are disabled and marked with the charactersa*.

stg_flight_manife... enriched_flight_d... agg_route_perform... route_performance...
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Asset Details

airlineS new Add to Dataset X

Q_ Search by Name Search by Tag + New Dataset

Properties g
@ Name 1 Owner 1 # of Asse

Type: ICEBERG TABLE Qualified Name

# of Columns: 9 airline_operations.airlines_new@cm () Detailed Flight Manifests 2

Data Lake: cloudera-catalog-hue-lake-4

Datasets: 0 Comment () Route Performance & Load Factor Summary 1

Owner: + Add Comment

Created On: 09/05/2025 03:09 PM CEST () Aircraft Fleet Master Data 0

Last Updated At: 09/05/2025 03:11 PM CEST Description

Table Type: EXTERNAL_TABLE Airline Partner Directon 0

b = + Add Description v

Database: airline_operations
DB Catalog: cm

Parent: airline_operations

Classifications @ Managed | | @ System | | @ Propagated H Terms

+ Add Classification + Add Terms

Overview Schema Metadata Audits Policy Access Audits

Lineage Filter By: Depth: 3 v Process Node: Hide v

airlines_new airlines_new

Add Asset Cancel

Users can search for an existing dataset by name or by tags applied on the dataset. Users can select one or more
datasets from the list and then click on the Add Asset button which adds the asset to these dataset(s).

Asset Details

stg_flight_manifests

Properties

Type: ICEBERG TABLE

# of Columns: 6

Data Lake: cloudera-catalog-hue-lake-4
Datasets: 1

Owner.

Created On: 09/02/2025 05:58 PM CEST
Last Updated At: 09/04/2025 11:53 AM CEST
Table Type: EXTERNAL_TABLE

Database: airline_operations

DB Catalog: cm

Parent: airline_operations

Qualified Name
airline_operations.stg_flight_manifests@cm

Comment
Transient staging table for cleaned flight booking data from raw_bookings. Contents are
overwritten daily. Source for the data enrichment process.

Description

This s a transient staging table that holds the cleaned version of raw flight booking records
from the raw_bookings table. Its primary purpose is to act as an intermediate step in the data
pipeline. The only transformation applied at this stage s ...

Add to Dataset X

New Dataset

Name™

Route Performance & Load Factor Summary

Description*

This dataset contains high-level, aggregated performance metrics for every flight
route, updated daily. Its primary Key Performance Indicator (KPI) is the Load Factor,
which measures the operational efficiency of each route.

Tags

Add tags to your dataset for con

and subsequent lookup.

Revenue Management % Business Performance % Aggregated %
Certified % J| Flight Operations %

Classifications @ Managed | | @ System | | @ Propagated £ Terms
Public
+ Add Classification + Add Terms
Create Cancel
; ; ' ’ &
Overview Schema Metadata Audits Policy Access Audits

Lineage Filter By: Depth:3 v  Process Node: Hide v

stg_flight_manife...

stg_flight_manife... enriched_flight_d... i

raw_bookings raw_bookings

®@ 6
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There are instances, where there are no datasets present or the user just wants to create a new dataset to add the asset.
In that case, the user can click on the New Dataset button which opens up a new dataset form. Once the user fillsin
the form and clicks on the Create button, a new dataset with the given propertiesis created and the asset is added to it
automatically. Thisis reflected in the datasets list where the newly added dataset is highlighted.

Asset Details [ (@ Add asset to datasets completed x

X
Add to Dataset X
agg_route_performance
rch ) + New Dataset
Properties
(] Name t Owner 1 #of Asse

Type: ICEBERG TABLE Qualified Name

# of Columns: 4 airline_ agg_route_per () Detailed Flight Manifests 2

Data Lake: cloudera-catalog-hue-lake-4

B © Comment Route Performance & Load Factor Summary 1

This asset is the designated source for all business intelligence dashboards and executive
Owner p -
reports related to flight efficiency and profitability.

Created On: 09/02/2025 05:58 PM CEST

Last Updated At: 09/04/2025 11:53 AM CEST Description

Table Type: EXTERNAL_TABLE This is the main, operational table for the dataset. It contains the most recently calculated

P e e e ae performance metrics and load factors for each route. As an Apache Iceberg table, it is reliable

DB Catalog: cm and transactionally consistent. This asset should be the i ..

Parent: airline_operations.

Classifications | 1 @ Managed | (@ System | [ @ Propagated g Terms

g Flight Operations : Daily, Load Factor Analysis, Reservations (Sa... + Add Terms

Overview Schema Metadata Audits Policy Access Audits

Lineage = Filter By: Depth: 3 v Process Node: Hide v l

enriched_flight_d...
raw_bookings 7’" N
- N\
B—
. ~stg_flight_manife. entiched_flight_d.
N 3
> —
stg_flight_manife... P v ~agg_route_perform... ro
agg/route_perform. g
/ () - Cancel

Atlas audits help Data Stewards to identify and track the entity changes or modifications that are performed over a
period of time.

Information about the Apache Atlas entity audit events are displayed for each entity in the Asset Details. Using this
information, Data Stewards can distinguish between entity audits and data audits that originate from Ranger.

On the Asset Details page, the M etadata Audits tab displays information related to the selected entity type and about
the events that occurred based on the user activities.

Overview Schema Metadata Audits Policy Access Audits

Clicking on M etadata Audits, tab, you can view manage information about:
» The user who made the changes to the specific entity

e Usersalso include the profilers
» Thetime when the entity was changed
« Thekind of change that was made to the entity

« For example, adding comments, descriptions and the entity itself being created
« Any other relevant changes pertaining to the audit entries
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The changes that can be identified for:

» Created entities and related updates
e Tagged entities

o Labeled entities

« Export and Import operations

For example, the following image displays the Atlas audit entity creation event that is recorded by each Atlas entity

that is displayed in the Asset Details page.

Data Catalog ' Asset Details

ATLAS_ENTITY_AUDIT_EVENTS

Properties

Type: HBASE TABLE
Data Lake

Owner: atlas

Created On: Wed Apr 07 2021 10:50:42 GMT+0530 (India Standard Time)
Modified Time: Wed Apr 07 2021 10:50:42 GMT+0530 (India Standard Time)
Namespace GUID: f4658406-3adb-4076-afb0-6674745934b6

URI: ATLAS_ENTITY_AUDIT_EVENTS

Parent: default

Qualified Name
default:ATLAS_ENTITY_AUDIT_EVE ...

Description
ATLAS_ENTITY_AUDIT_EVENTS

Classifications @ Managed | (@ System | | ® Propagated | § Terms

+ Add Classification

Overview Schema Metadata Audits Policy Access Audits
User Timestamp
v atlas Wed Apr 07 2021 10:50:48 GMT+0530 (India Standard Time)

+ Add Terms

(7 Atlas

Clicking on any line item displays the change in JSON format, which is directly derived from Atlas. For example,

adding an Atlas glossary term:

Data Catalog ' Asset Details

ATLAS_ENTITY_AUDIT_EVENTS

Properties

Type: HBASE TABLE
Data Lake:

Owner: atlas

Created On: Wed Apr 07 2021 10:50:42 GMT+0530 (India Standard Time)
Modified Time: Wed Apr 07 2021 10:50:42 GMT+0530 (India Standard Time)
Namespace GUID: f4658406-3adb-4076-afb0-6€74745934b6

URI: ATLAS_ENTITY_AUDIT_EVENTS

Parent: default

Qualified Name
default:ATLAS_ENTITY_AUDIT_EVE ...

Description
ATLAS_ENTITY_AUDIT_EVENTS

Classifications ® Managed | | ® System | | ® Propagated i Terms

+ Add Classification

Overview Schema Metadata Audits Policy Access Audits

User Timestamp
A atlas Wed Apr 07 2021 10:50:48 GMT+0530 (India Standard Time)
Created:
{

“"typeName": "hbase_table",

“attributes": {

"owner": "atlas",

"isNormalizationEnabled": false

+ AddTerms

g
@
&
2
2
= B
Actions
Entity created
7 Atlas
g
g
2
1
=

Actions

Entity created
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Use the toggle icon (on the top-right corner) for viewing Atlas auditsin different formats. By default, you can view
the audits in tabular format. When you toggle the view icon, you can view the Timeline format.

Data Catalog ' Asset Details

ATLAS_ENTITY_AUDIT_EVENTS  Atlas

Properties

HBASE TABLE ualified Name
Lake default:ATLAS_ENTITY_AUDIT_EVE ...
Owner: atlas
n: Wed Apr 07 2021 10:50:42 GMT+0530 (India Standard Time)
Time: Wed Apr 07 2021 10:50:42 GMT+0530 (India Standard Time)
T D: f4658406-3a4b-4076-afb0-6674745934b6
ATLAS_ENTITY_AUDIT_EVENTS
ent: default

tior
ATLAS_ENTITY_AUDIT_EVENTS

*oeqpesy

Classifications @ Managed | | ® System Propagated H Terms

+ Add Classification + Add Terms

Overview Schema Metadata Audits Policy Access Audits

Timeline

Wed Apr 072021 ()
10:50:48 GMT+0530
(India Standard Time)

atlas

Entity created

Clicking on auser in the Timeline format displays the JSON data.

Apache Ranger audits help Data Stewards to identify and track the policies affecting the Apache Atlas entities over a
period of time. More specifically, the accesses and the relevant policies can be also identified.

Information about the Apache Ranger policy audit events are displayed for each entity in the Asset Details. Using this
information, Data Stewards can distinguish between policies originating from Ranger to have an overview of all users
accessing (or being prevented from accessing) an entity. They can also use thisto troubleshoot access issues.

On the Asset Details page, the Access Audits tab displays information related to the selected entity type and about
the events that occurred based on the user activities trying to access the entity.

Overview Schema Metadata Audits Policy Access Audits

Clicking on Access Audits tab, you can view manage information about:

» Therelevant Ranger policy ID
« Thetime when the entity access was attempted
» The user who accessed the specific entity (or was being barred from accessing it)

E Note: Usersaso include the profilers.

» Theresource type accessed
e Theaccesstype

» For example, by Hive entities the following filter options are available
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o SELECT
« UPDATE
* CREATE
+ DROP
« ALTER
« INDEX
* READ
« WRITE
* The access attempt result
« ALL
« ALLOWED
* DENIED
e TheclientIP

The accesses can be identified for:

e Created entities and related updates
» Tagged entities
o Labeled entities

For example, the following image displays the entity creation event recorded for a Hive table:

Access Type: | ALL - ‘ Result: | ALL - c
Policy ID Event Time User Resource Type Access Type Result Access Enforcer Client IP
9 01/01/1970 01:00 AM CEST hive (@table CREATE ALLOWED ranger-acl 10.80.214.142
9 01/01/1970 01:00 AM CEST hive (@table DROP ALLOWED ranger-acl 10.80.214.142
9 01/01/1970 01:00 AM CEST hive (@table CREATE ALLOWED ranger-acl 10.80.214.142

Note: If you click an event row, you can see an overview of the users set for that policy including the set

permissions.

Policy Details Based On Versions: 1
Policy Id: 9 Policy Type : Access Create Time : 07/14/2024 10:36 PM CEST
Policy Name : all - database, table, column Policy Version : 1 Update Time : 07/14/2024 10:36 PM CEST
Policy Labels : -- Tag:-- Created By : Admin
Service Type : hive Service Name : cm_hive Updated By : Admin

ALLOW CONDITIONS :

USERS GROUPS PERMISSIONS

(22 (2 0 ) 0 CE D (O 6
(2 (0 20 (2 0 20 ] oo [evomsann [ T ]

@e
{OWNER} m
o

Close

Viewing Ranger policies
Apache Ranger audits help Data Stewards to identify and track the policies affecting the Apache Atlas entities.
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In Asset Details Policy , you can have an overview of the Ranger policies currently affecting the selected entity.

Overview Schema Metadata Audits Policy Access Audits

Resource Based Policies

Policy ID Policy Name Status Audit Logging Group Users
92 all - database, table, column ENABLED ENABLED < hive, beacon, trino, dpprofiler, hue, a..
1002 all - database, table ENABLED ENABLED . hive, beacon, trino, dpprofiler, hue, a...

Tag Based Policies
Policy ID Policy Name Tags Status Audit Logging Group Users

12312 Test Tag policy test_tag_for_provider_summary ~ ENABLED ENABLED

By clicking the Palicy ID, you can directly open the relevant policy in Ranger for editing.

Accessing tables based on Ranger policies

When atable (in blue color link) is clicked in Search results, the Asset Details view page is displayed.

If auser is not authorized to click or view table details, it implies that the user permissions have not been set up in the
Apache Ranger.

If users are not able to view the table details, such as a column, an asterisks appears instead of the row in table.

Figure 12: Hive column read access denied

Asset Details

Type: HIVE TABLE Qualified Name Data Compliance Profiler

# of Columns: 6 airline_operations.raw_bookings@cm Last run: 10/02/2025 12:12 PM CEST | Status: SUCCESS © Run
Data Lake: cloudera-catalog-hue-lake-7 Next Schedule Run: 10/04/2025 12:10 PM CEST
Datasets: 0 Comment
Owner Primary ingestion table for raw, unaltered flight booking data. Source for the
stg_flight_manifests cleaning process. Data is overwritten on ingest.
Created On: 09/29/2025 01:55 PM CEST Statistics Collector Profiler
Last Updated At: 10/02/2025 07:15 PM CEST Description Last run: 09/30/2025 05:44 PM CEST | Status: SUCCESS © Run
Table Type: EXTERNAL_TABLE This table is the primary ingestion point for all new flight booking data. It holds records in their Next Schedule Run: Asset is part of Blocked List.
Database: airline_operations original, raw, and unaltered state, exactly as they are received from source systems like an
DB Catalog: cm airline's reservation system. Its columns use the _raw ...
Parent: airline_operations
Classifications | 3 @ Managed || @ System | [ @ Propagated H Terms
Overview Schema Metadata Audits Policy Access Audits
Q. search column ¢ Edit ~
Chart Type Name Type Unique Values * Null Values Max Min Mean Comment Classifications Terms

v Ll flight_id_raw string 21 0
vl seat_assignment_raw string 31 0
v e aircraft_model_raw string 9 0
v e origin_airport_raw string 8 0
v Ll destination_airport_raw string 15 0

* Approximate values as being computed using HLL algorithm.

Figure 13: Hive table read access denied
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Asset Details List properties for entity request failed Error from Atlas. Forbidden :

@ Received 403. Body {"errorCode":"ATLAS-403-00-
001"errorMessage”: is not authorized to perform read
[ (@ Authorization unsuccessful. Contact the admin.(Error Code - 403) ‘ entity: guid=208230ca-fe93-4311-802b-86d1a2fceal2"}

Providing role access

Ranger Policies Overview
Resource-based Services and Policies
Configuring resource-based policies
Missing authorization for viewing assets

Cloudera Data Explorer (Hue) is a part of the Cloudera Data Warehouse service. Before you can access Data Explorer
(Hue) from Cloudera Data Catal og, you must set up the Cloudera Data Warehouse service.

Y ou must have the DWAdmin role to perform these tasks. For more information, see Granting Cloudera users and
groups access to CDW.

1. Setup an AWS or Azure environment in Cloudera Data Warehouse that has been activated and registered in the
Cloudera Management Console;

Activating an AWS or Azure environment in Cloudera Data Warehouse enables using the existing Data L akes that
are present in the environment. This also creates a default Database Catal og that is used by a Virtual Warehouse.
For more information, see Activating AWS environments or Activating Azure environments. Currently, Cloudera
Data Warehouse only supports AWS and Azure Cloud environments

2. Set up aHiveor an Impala Virtua Warehouse created using Cloudera Data Warehouse. Depending on your data
set type, create aHive or an Impala Virtual Warehouse using Cloudera Data Warehouse.

For more information, see Adding a new Virtual Warehouse.
3. Select the asset type.

The asset type must be either a Hive Table or Hive DB.

After these conditions are met, Data Explorer (Hue) links for the selected assets are displayed in Cloudera Data
Catalog.

Cloudera Data Catalog helps you to explore assets within your Data Lake. Cloudera Data Explorer (Hue) alows you
to run SQL queries on Hive assets. The integration between Cloudera Data Catalog and Cloudera Data Warehouse
service provides adirect link to the Data Explorer (Hue) instance from the Search page or the Asset Details.

Y ou must fulfill all conditions listed in Prerequisites for accessing Cloudera Data Explorer (Hue) tables and databases
on page 34 for viewing the external link button.

Y ou must activate Cloudera Data Warehouse on your selected environment.
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Prerequisites for accessing Cloudera Data Explorer (Hue) tables and

databases
1. Go to Cloudera Data Warehouse.
2. Onthe Overview page, search for your AWS or Azure environment.
3. Locate the enabled AWS/ Azure environment and click Activate.
This action a so creates a default Database Catal ogs.
EE&‘@?S.‘ZUS@ Overview N
° aws
Created AWS Activate
° S Activate
Created AWS °
° aws et
Created AWS
° aws
Created s Activate
° aws et
Created aws .
° aws et
Created AWS °
° aws
Created e Activate
° aws dc- -env2
Created AWS Activate
° aws dc v2-env2 Activate
Created AWS

4. Oncethe environment is activated and a DB Catalog is created and running, you can create a virtual warehouse as

per the requirements.

For more information about AWS and Azure Environments, see AWS environments overview and Azure

co e 2 @ ncognite ((Update 1]
B3 Documents B MowDev [ Releasse B GitHub {5 Others
H Q 2
S &8 Table Browser
<>
& default
¢ Sdefad Databases default abc , o et
Tables 9+ ~
e Sample (0)  Details
mgd
a PROPERTIES STATS
Table
Managed and stored in locatios
Created by on 01/01/1970 0530 405:30
SCHEMA
I Column (1) Type Description Sample l
sting
»
L1 .
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databases

Y ou will now be able to navigate to the Data Explorer (Hue) assets on these virtual warehouses using the links

provided by Cloudera Data Catal og.

When you log into Cloudera Data Catalog, you can access web links to the Data Explorer (Hue) instances from the

Search page to run SQL queries on your assets.

1. Log into Cloudera Data Catal og.
2. Select the Data Lake associated with your environment.

3. Select the asset type under Filters, for example Hive Table.
Hive tables present within the Data L ake are displayed.

A Link to Experiences pop-up appears. It contains alist of Data Explorer (Hue) instances within the virtual

warehouses that are associated with this particular table.
5. Click thelink to open the Data Explorer (Hue) web interface.

cC o a

B3 Documents B3 MowDev 3 Release

[((

N
g

=
° 8

abe
mg

The Hive table is displayed on the Data Explorer (Hue) Table Browser.

B3 GitHub 3 Others

@+

Q

fR Table Browser

Databases default abc

PROPERTIES STATS

SCHEMA

Column (1) Type Description

2
Click the L. icon at the end of the row for atable that you want to display in Data Explorer (Hue).

Sample

When you log into Cloudera Data Catal og, you can access web links to the Data Explorer (Hue) instances from the

Asset Details page to run SQL queries on your assets.

1. Log into Cloudera Data Catalog.
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2. Select the Data L ake associated with your environment.
3. Select the asset type under Filters, for example Hive Table.

4. Click on the asset name to open the Asset Details page. The Asset Details page contains the Link to Experience
button as shown in the following image:

= cC o a % (@ Incognito ( Update :]

&5 Documents B MowDev ES) Release ES GitHub 5 Others

CLOUDZRA

Data Catalog Data Catalog ' Asset Details

abc (7 Link to Experience @ Atlas

Link to Experience X
Properties
HIVE TABLE @
1 default abe@em
&
0 @) rbalamohan-s3-tpcds-10tb-test(hive
€8$50_s: arajapuram + Add Comment
Tue Jul 07 2020 14:59:47 GMT+0530 (India Standard T

Tue Jul 07 2020 14:59:47 GMT+0530 (India Stand .
MANAGED_TABLE + Add
default
default
Classifications . o v ‘ 4 Terms
+ Add Classification + AddTerms
tadat
Lineage

5. Click Link to Experience.
The pop-up contains alist of Data Explorer (Hue) instances within the Virtual Warehouses that are associated
with this particular table.

6. Click thelink to open the Data Explorer (Hue) web interface.
The Hive tableis displayed on the Data Explorer (Hue) Table Browser.

—
cC o e % @ incognito ((Update i)
B3 Documents B MowDev S Release ES) GitHub {3 Others

d Q 2
=} {8 Table Browser
<S>
< Sdefault
Databases default abc > query | 2 refresn
Tables @+ Q <
a
o Sample (0)  Details
PROPERTIES STATS
Table
Managed and stored in location
Created by on 01/01/1970 05:30 +05:30
SCHEMA
[ Column (1) Type  Description sample |
sting
»
ul |
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Integrating Cloudera Data Catalog with AWS Glue Catalog enables the users to browse and discover data as well as
register datainto Cloudera Shared Data Experience (through metadata translation or copy), so that it can be used with
Cloudera Data Hub and other relevant experiences.

E Note:
* Thisfeatureisonly availablein VM-based environments.

« Thisfeatureisavailable but is not ready for production deployment. Cloudera encourages you to explore
this technical preview feature in non-production environments and provide feedback on your experiences
through the Cloudera Community Forums or through your account managers and field team contacts.

While using AWS Gluein Cloudera Data Catalog, you will be able to experience a complete snapshot metadata view,
along with other visible attributes that can power your data governance capabilities.

Assuming that the Cloudera Shared Data Experienceis running in the users’ AWS account (that contains the same
AWS account which has Glue Data Catal og and the data that has to be discovered), the credentials with the Exte

rnal DataDiscoveryService (which is hosted in Cloudera Shared Data Experience) must be shared, so that these two
entities can interact with each other. These credentials are used to launch Cloudera Shared Data Experience and other
workload clusters on the users' AWS account.

Prerequisites:

e You must have full accessto AWS Glue Catalog and also have access to the EMR cluster’ s Hive Metastore
instance.

e You must set up the Cloudera platform.
* You must have accessto your AWSIT Admin and CDP Admin user credentials, which is required to enable the
Cloudera platform to access AWS/EMR managed datain Cloudera.

Note: AWS policies are managed by AWS IAM and the AWS roles are added to the Cloudera Management
Console. Refer to Using Instance Profilein AWS and Using credentials in Cloudera Management Console.
For more information about the AWS access, see AWS Environments.

Y ou must map your Cloudera Data Catal og instance with AWS Glue Catalog.

1. Enable the entitlement for your Cloudera Data Catal og instance by running the following command on your
Cloudera environment. For example:

$ cdp coreadmin grant-entitlenent --entitlenment-nanme
DATA CATALOG ENABLE AWS GLUE --account-id {account _id}

2. Add the relevant permissions in the corresponding AWS account:
a) Include permission to access Glue Catalog service by editing the policy accordingly.

Make a note of the Assumer Instance Profile role that you intend to use and include full access authorization
for AWS Glue.

Refer to the following images as a guidance to complete the set up.
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Integrating Cloudera Data Catalog with AWS Glue Data Catalog

Role ARN
Role description

Instance Profile ARNs

Role for IDBroker | Edit

Path /

Creation time
Last activity

Maximum session duration

Permissi Trust p Tags (1)

~ Permissions policies (2 policies applied)

Attach policies

Policy name ~

- aws-cdp-idbroker-assume-role-policy

Policy summary | {}JSON Edit policy
{
"Version":
"Statement": [
{
"Sid":
"Effect":
"Action": [
1,
"Resource”:
1
]
}

1 hour Edit

Access Advisor

2020-06-11 17:11 UTC+0530
2020-08-31 16:50 UTC+0530 (Today)

Revoke sessions

© Add inline |

Policy type ~

Managed policy

Simulate poll

Note: For Role ARN and Instance Profile ARNSs, you must include the appropriate account number

and role respectively.

0 :

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON
Expand all Collapse all

» STS (2 actions)

» Glue (All actions)

Import managed policy

Clone Remove

Clone Remove

© Add additional permissions
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0 :

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

" Visualeditor | JSON
Expand all Collapse all

» STS (2 actions)

» Glue (All actions)

w Select a service

~ Service
close

Actions
Resources

Request conditions

w Glue (All actions) £\ 7 warnings

b Service

~ Actions
close

* Resources

« Glue (All actions)

-

Service

b Actions

~ Resources
close

» Request conditions

Select a service below

Q Gluel

Glue

hoose actions before specifying conditions

Glue

Specify the actions allowed in Glue

(3

Q Filte
Manual actions (add actions)
2 All Glue actions (glue:”)
Access level

» List (8 selected)

» Read (48 selected)

I3 Tagging (2 selected)

» Write (66 selected)

Specify catalog resource ARN for the BatchGetPartition and 39 more actions. @

connection resource ARN for the GetConnection and 5 more actions. €
cify database resource ARN for the BatchGetPartition and 28 more actions. @

Specify miTransform resource ARN for the UseMLTransforms and 10 more actions. €@

Glue

Manual actions

Specific
@ All resources

Specify request conditions (optional)

Import managed policy

Clone Remove

Clone Remove

Clone Remove

Enter service manually

© Add additional permissions

Clone Remove

Switch to deny permissions €@

Expand all Collapse all

Clone Remove

© Add additional permissions

b) Search for the role attached to the Instance Profile of the Cloudera environment. Use the Instance Profile that
you have configured above with Glue related policy in your AWS Environment creation command.
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Use the following examples to setup AWS environment and AWS Data L ake as part of the Glue setup:

cdp environnments create-aws-environment --profile default --cli-input-js
on '
{"envi ronnment Nane”: ”"ab-ds-cli-7321",

"credential Nane”: " cd2d- 1234",

"Regi on":"us-region-2",

"securityAccess":{-insert the value--"},

"Aut hentication":{---insert the value---"},
"l ogSt orage": {"storagelLocati onBase": "s3a:// denn- e2e-t est - st at e- bucket /
ab-ds-cli-7321/10gs","instanceProfile":"arn: aws: i am : <XXXXXXXXXXX>:i nsta

nce-profil e/ <rol e-nane>"},

"vpcl d": "vpc-0123456",

"subnet 1 ds": [ " subnet - 04f €923b902aa5cf 2", "subnet - 099c7a631f Oebed3c"],
"s3Cuar dTabl eName": "dc-pro-cli-7210",

"Description":"ab-ds-cli-7321",

enabl eTunnel ": f al se,

"wor kl oadAnal ytics": fal se,

"freelpa": {"instanceCount ByG oup": 1},

cdp environnents set-id-broker-nmappings \

--envi ronnment - name "ab-ds-cli-7321" \

--profile default \

--set-enpty- mappi ngs \

--dat a-access-rol e arn: aws:i am : KXXXXXXXXXXXx>:rol e/ add-rol e \
--ranger-audit-rol e arn: aws: i am : XXXXXXXXXXXX>: r ol e/ add-rol e

Similarly, while setting up the Data L ake use the Instance Profile that you configured above with Glue related
policy in your Data L ake creation command:

cdp dat al ake create-aws-datal ake --profile default --runtinme 7.2.12 --c
i -input-json
{"dat al akeNane": "ab-ds-cli-7321-sdx",

"envi ronnment Nane": "ab-ds-cli-7321",

"cl oudProvi der Configuration":{"instanceProfile":"arn:aws: i am : <XXXXXX
XXXXXx>: i nstance-profil e/ <rol e-name>", " st orageBucket Locati on": "s3a://deno
-e2e-test-state-bucket/ab-ds-cli-7321"},

"scal e": " LI GHT_DUTY",
} 1

For more information, see Creating an AWS environment with a medium duty Data Lake using the CLI.
¢) Navigate to the attached policy for the role.
d) When you manually create tablesin AWS Glue Data Catal og, you must set the fully qualified path for the
table location.
For example: s3://my-aws-server-node-1/something/something.amazonaws.com/dc-pro-721-storage/glue/
3. 3. You must set up the AWS Glue Data Catalog. For more information, see Populating the Glue Data Catal og.
Y ou must select only the CSV format which is currently supported for Cloudera Data Catalog and the delimiter
which isused in the data.
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Choose a data format

Classification
Avro
® CsV
) JSON
XML
Parquet
) ORC

Delimiter

Pipe: |

4. While creating tablesin AWS Glue Data Catalog manually, set the fully qualified path for location. For example:
s3://my-aws-server-node-1/something/something/dc-pro-721-storage/glue/

AWS Glue metadata must be registered with Cloudera Data Catal og.

The AWS Glue metadata must be registered with the Cloudera Data Catalog. The Glue contains the metadata that is
synchronized with Cloudera Data Catalog. The Glue metadata is accessed using the data lake option in the Cloudera
Data Catalog. After setting up AWS Glue with Cloudera Data Catal og and once the Glue synchronization with
Cloudera Data Platform is complete, the AWS Glue data lake appears.

Note: For each AWS environment, there would be a separate listing under the data lake option. The Glue
data lake name / identifier in Cloudera Data Catal og follows the format: <glue: Data Lake Name>. The Glue
assets are of the type: GLUE EXTERNAL TABLE

To access the Glue metadata in Cloudera Data Catalog, you must note the following in your instance.

« List the Glue Metadata by selecting the Glue data lake.

» Select one or more Glue assets and register the same with Cloudera platform.

» Veify if the registered Glue assets are listed in the Cloudera Data Catalog owned data lake.
o Select the registered Glue asset and click to open the Asset Details page.

In Cloudera Data Catalog, when you select the AWS Glue data lake, you can view the list of Glue assets. These
metadata assets are directly sourced from Glue.
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Data Catalog | Search

Q

Filters P Hame
oL

TvPE ~ .

1 !

OBUECTSTORE ~

When you click on one of the assets, the Asset Details pageis displayed.

CLOUDERA
Data Catalog

Data Catalog / Asset Details

catalog_page_metadata GLUE EXTERNAL TABLE aws-glue-demo

Asset Properties

am:aws:sts=071390511469:assumed-role/AssumeAdmin/amit kumar

Next, on the main Cloudera Data Catal og page, you must select the Glue data lake and select one of the Glue assets

and register the asset to the Cloudera platform. Click Register.

Optionally, you directly click on the Glue asset and register the asset on the Asset Details page.

E Note: You can select one or more Glue assets on the asset listing page to register them in Cloudera.

Data Catalog / Search

v glue

[2 Register

fcustomer  Frl Mar 20 04:16:03 UTG 2020 emawsstz:07

Q
Filters Type Name

catalog_page_metadata
TYPE Clest ~

customer_address
GLUE EXTERNAL TABLE

GLUE EXTERNAL TABLE demographics_metadata

GBJECTSTORE Clear A

Once the Glue asset is registered, the asset isimported into Cloudera.
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CLOUDZRA r ~ "
Data Catalog Data Catalog . Asset Details

:ustomer_address GLUE EXTERNAL TABLE aws-glue-demo

Asset Properties

Next, navigate back to the Cloudera Data Catalog main page and select the Cloudera Data Catalog owned data
lake and select the type as Hive Table. The search results lists all the Hive table assets and you can view the Glue
registered asset(s) aswell. The registered Glue asset can be identified using

X
Data Catalog ' Search
Filters ype Name ocation Created On Qwner Source
Hive Table catalog_page_metadata /glue_caralog Tue Sep 22 2020 dpprofiler hive
TYPE Cloar A
Hive Table compactions I hive
Hive Table Hive Table scheduled_executions hive hive
Hase Table Hive Table scheduled_queries hive hive
+ Add New Value Hive Table cdh_version hive hive
Hive Table partition_stats_view Jsys Tue Sap 22 2020 hive hive
OWNERS Clear »~
' Hive Table table_stats_view sys Tue [ hive
dpprofiler Hive Table version hi
hive Hive Table columns Tue Sep 22 2020 hive hive
Hive Table locks Ioys Tue Sep 22 2020 hive hive
DATABASE Clear A Hive Table compactions Jsys Tue Sap 222 hive hive
e Hive Table transactions hive hive
. Hive Table tables [ hive
information_schema
Hive Table views b b
Hive Table column_privileges hive hive
alue_customer
Hive Table teble_privileges b hive
Hive Table schemata hive hive
ENTITY TAG Clear A~
Hive Table customer_address /glue_customer Tue Sep 22 2020 dpprofiler hive
+ Add New Value
Hive Table demagraphics_metadata /glue_customer Tue Sep 22 2020 dpprofiler hive
COLUMN TAG Clear ~
Items per page 100 =| 1-190f19
+ Add New Value -

E Note: The entriesin Cloudera Data Catalog for Glue assets are created in the Hive Metastore.
Click on the Glue registered asset and you can view the Asset Details page for the selected Glue asset.
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Data Catalog ' Asset Details

) . ! H [ Atlas
demographics_metadata HIVE TABLE aws: 0 AWS_GLUE H Atla:

Overview schema  Policy  Audit

2

Asset Properties Profilers | 2 Managed Classifications | 0 4

dpprofiler EXTERNALT. © Run
glue_customer.demographics_metadata@cm glue_customer
Tue Sep 22. 14:46:03 GMT+0530 (India Standard T... D8 Catal ©m
Tue Sep 22 2020 14:46:03 GMT+0530 (india Standard T.
refrash

Lineage Taq .

sample_customer_d... demog

The Asset Details page for the Glue asset is populated by Atlas. While registering the Glue data, the data was written
to the Hive Metastore and later Atlas synchronised the metadata.

Go back to the main Cloudera Data Catalog page and select the Glue data lake. Note that the registered Glue asset(s)
are greyed out or cannot be selected again.

&
Data Catalog / Search
glse:aws: v
Q
Filters Type Name Location Created On Owner Source
catalog_page_metadata
TveE Cloar A
customer_address
GLUE EXTERNAL TABLE
GLUE EXTERNAL TABLE demographics_metadata fcustorner Fri Mar 20 D41 0 amcaws:sts 07139057 1469:assum, AWS Glue
OBJECTSTORE Cloas A
catalon
customer

You can till view the registered Glue assets (powered by Atlas) by clicking on the same and it navigates to the Asset
Details page as seen above in the image.

For RAZ enabled AWS environment, you must employ the following permission settings to work with Cloudera Data
Catalog - Glue integration.
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poy e €23
roicyin [
Policy Name * all - bucket, path o [ Enabied § i
Policy Label
53 Bucket *
Description

Palicy for all - bucket, path

Audit Logging u

Allow Conditions:

Select Role Select Group Select User Permissions Delegate Admin

* _c_ranger_admins_5059c750 x rangermaz  x dpprofiler m m £ n

Note: By default, the dpprofiler user is not included in the allowed userslist. Y ou must manually add the
dpprofiler user in the allowed users list.
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